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The recent advent of SDN made it much easier to test network application using
virtual environments such as Mininet. Yet, testing applications in a virtual
environment is not enough as it fails to catch subtle runtime or performance issues
that only arise when the software is run on real hardware. As an illustration, not all
OpenFlow switches implement the specification completely, rendering perfectly
running application Mininet useless when deployed in production. Besides
specification issues, the difference in performance and timing between virtual and
hardware environments could also create numerous problems. For instance, slow
reaction time can impact negatively running applications to such an extent that it
might necessitate a complete redesign of the application or could lead to race
condition that would not have otherwise never happened in Mininet.
To solve this problem, this master thesis will aim at developing a complete
framework on top of the Pyretic controller that will provide SDN software developers
with a way to test their application directly in the production network and this,
without impacting the rest of the network traffic. To guarantee isolation of the
production traffic, a shadowed version of the new network application will be
installed in the network. Once installed, the behavior and performance of the
shadowed application will be assessed using specifically crafted test traffic or by
duplicating real traffic. If the behavior of the new application matches the requirement
of the operator, the shadowed policy is activated, effectively replacing the original
policy.
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