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Abstract— The design of distributed, wireless, and embedded
system is a tedious and error-prone process. Experiences from
previous real-world Wireless Sensor Network (WSN) deploy-
ments strongly indicate that it is vital to follow a systematic
design approach to satisfy all design requirements including
robustness and reliability. Such a design methodology needs
to include an end-to-end testing methodology. The proposed
framework for WSN testing allows to apply distributed unit
testing concepts in the development process. The toolflow de-
creases test time and allows for monitoring the correctness of
the implementation throughout the development process.

I. INTRODUCTION

Recent publications have reported, that several WSN de-
ployments exhibit poor performance and unexpected fail-
ures [1]. In many cases, the root cause for the faulty operation
remains largely unknown [2]. The characteristics of WSNs
renders the design of applications inherently challenging. A
WSN is a distributed system of tightly constrained nodes ex-
hibiting a large degree of parallelism. The unreliable commu-
nication channel requires robust and resilient communication
protocol design. Since many WSNs aim at continuous and
autonomous operation for up to multiple years with only
limited or no access and supervision, deploying a correct
WSN application is of utmost importance. We argue that
for implementing sustainable WSNs it is key to follow a
systematic design approach accompanied by an end-to-end
test methodology. We propose a novel test methodology and
framework, bringing the central concepts of distributed unit
testing to WSN software design.

II. TEST METHODOLOGY

In our approach, we apply distributed unit testing tech-
niques to WSNs. Each test case applies well-defined stimuli
to the application, monitors the results, and checks that the
results conform to the rules defined by the requirements.
The result of each test is a hard pass or fail condition. This
methodology allows to use the same test cases for testing on
different test platforms, such as simulation or execution on a
testbed. The seamless transferability of test cases between test
platforms allows for guiding the development process from
specification to implementation while continuously ensuring
the correctness of the implementation.

III. FRAMEWORK FOR AUTOMATED WSN TESTING

The methodology is implemented by integrating well-
known WSN development tools, such as WSN simulators
(TOSSIM [3]), instruction set simulators (AVRORA [4]) and

testbeds (DSN [5]) into a comprehensive testing framework.
In this demonstration, we present our current implementation
of the test methodology for TinyOS 2 applications. As de-
picted in figure 1, the framework supports two test platforms:
execution in the TOSSIM simulator and execution on Moteiv
Tmote Sky targets connected to a wireless testbed (DSN).
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Fig. 1. A single application is checked on multiple test platforms using
a single test specification. In this example a TinyOS 2 application is tested
using a simulator (TOSSIM) and a testbed (DSN).

The testing framework presented is not limited to a single
style of development, specific tools or languages (nesC) but
allows to integrate a set of suitable and problem specific tools.
The testing framework consists of (i) test drivers providing
stimuli, (ii) test monitors collecting results, (iii) a testing
environment, and (iv) test checkers based on the requirements.
A detailed description including an implementation and case-
study can be found in [6]. With the use of the demonstrated
test methodology and underlying framework the tedious and
error-prone process of developing WSN software is consider-
ably enhanced, leading to a correct implementation based on
reproducible testing techniques.
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