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Abstract

Since the Internet is on the move to provide differentiated services, for the backbone
based on the Differentiated Services Architecture (DiffServ), suitable management
mechanisms are required. Scalable solutions for overload management are a must,
such as economically-driven functions of charging and pricing. Future commercial

networks need to offer as well a new view of pricing, considered as management
information. Therefore, the Cumulus Pricing Scheme (CPS) explicitely proposed here
for the Diff Serv technology is the only approach known so far, which defines a clear
relation between different time scales of measurement, accounting, and charging peri-
ods. The scheme isflexible enough to allow network management according to actual
forces of the market. CPS'simplementation is supported by a designed generic Inter-
net Charging System offering a service-independent architecture and integrating inter-
changeably economically-controlled network management functions of charge
calculation and pricing. In particular, it has been applied to Diff Serv and the new CPS.
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1. Introduction

Despite of the huge amount of bandwidth provided by the Internet today, bottlenecks
are still far from having disappeared, e.g., as dropped packets or the long delays expe-
rienced by certain packets easily demonstrate. Even a short-term overprovisioning
will not solve the problem, since new application requirements will consume this
capacity aswell. But since anumber of applications require at least a statistical guar-
antee of service characteristics, generally expressed in Quality-of-Service (QoS)
parameters, the underlying networking technology needs to offer mechanisms for
managing, providing, and supervisioning a specified set of QoS.

Therefore, pricing and charging will become highly relevant for offering more than a
single service class, e.g., a best-effort and a statistically guaranteed class, since finan-
cial incentives are the most effective stimulators for triggering user behavior accord-



ing to users’ real communication demands. In addition, traditional congestion control
methods may be operated within the network. However, economic functions are con-
sidered an essential part of business and technology management as well as services
management, as defined in the management building [16]. Neverthel ess, the selection
of apricing scheme for a single-service network is easier than for a multi-service one
[12]. This complicates the issue for multiple QoS levels, but Internet Service Provid-
ers (I1SP) arethe key playersin the communication market and will offer differentiated
Internet servicesin the near future. Since Differentiated Services (Diff Serv) definesa
technology for ease-of-use of multiple services in the Internet’s backbone, an appro-
priate solution for pricing and charging these services is essential within a commer-
cialized Internet services market. Flat fee pricing schemes seem to be favored by users
and usage-based charging mechanisms seem to be only viable, if they can be imple-
mented efficiently. A variety of investigations and technology developmentsin these
areas have taken place, such as INDEX [10] and CATI [26]. Therefore, a suitable
combination of basic flat fees and time-depending or volume-dependent add-on
charges and feedbacks for the utilization of differentiated services could offer an
appropriate mixture of both worlds. Such schemes are considered essential manage-
ment tasks on different time scales.

Even though a variety of pricing schemes for Internet access exists [28], this paper
establishes anew view on them by considering the ‘ flow of management information’

to be asimportant astheir ‘ content’. In this sense, there are three main types of pricing
schemes to be distinguished. Usage-sensitive or volume-based schemes rely on infor-
mation on the user behavior that may be gathered at the interface between customer
and I1SP. Congestion-based pricing schemes, on the contrary, depend on the network
status that depends only indirectly on the behavior of the single user, i.e. through her
externalities. Flat rate schemes, finaly, are generally independent of any metering
information. With respect to the DiffServ approach, the future Internet backbone will
consist of many different Diff Serv domains, each of them operating under a different
administration. Therefore, two principally distinct locations for applying the pricing
and charging mechanisms exist: (a) the interface between a user and its Diff Serv pro-
vider and (b) the interface between two Diff Serv providers. For this reason, the view
termed “Edge Pricing” by [7] has been extended to include al edges between neigh-
boring providers. Initial ideas of these extensions have been expressedin [26] and [5].

Based on related work and a terminology description in Section 2, the proposed
Cumulus Pricing Scheme (CPS) isdiscussed in Section 3. In support of this, Section 4
discusses a service-independent and generic Internet Charge Calculation and
Accounting System (ICCAS), which was applied to CPS and DiffServ (Section 5).
Finally, Section 6 summarizes the work and draws conclusions.

2. Related Work

The number of projects on pricing, charging, and accounting in the Internet has
increased over the last few years. Therefore, only a number of recent charging-centric
work of system’s design and modeling is summarized below. Related pricing work is
discussed in [28], [29], other overviews are to be found in [26].

Many projects dealing with charging and accounting functionality on the network
level try to achieve a high independence from pricing models. However, it has been
argued that pricing in general and usage-based pricing in particular can impose ahigh



overhead on telecommunication systems [19], [23]. Any form of usage-based pricing
for various telecommunication services is interesting, because underlying resources
(such as freguencies, cables, routers/switches, and most notable operating personnel)
are scarce and very costly. Thetraditional, flat-fee Internet pricing model has been cri-
tiqued in the past for its economic draw-backs of not being incentive-compatible [23],
[14]. Additiondly, it is inflexible - e.g., it does not alow for combined sender/
receiver payments - and does not provide economic signals which are needed for net-
work planning and expansion. But most importantly, the current model is based on the
assumption of a single service best-effort network providing a similar service to all
customers. Therefore, the multi-service paradigm needs to be investigated with
respect to heterogeneous Internet networking technologies. An early per-flow billing
system for Transmission Control Protocol flows and initial ideas on a billing service
design is presented in [9] and [25]. Advanced per-flow charging and accounting
approaches based on reservations have been tackled in [11] and [17].

The objectives of the project CATI (Charging and Accounting Technology for the
Internet) [26] included the design, implementation, and evaluation of charging and
accounting mechanisms for Internet services and Virtual Private Networks. This cov-
ered the enabling technology support for open, Internet-based Electronic Commerce
platforms in terms of usage-based transport service charging as well as high-quality
Internet transport services. The main assumption of the work on “Lightweight Polic-
ing and Charging” is that a multi-service packet network may be achieved by adding
classification and scheduling to routers, but not policing [5]. Another important ques-
tion covers the issue of user acceptance of pricing schemes. The INDEX project
(Index Demand Experiment) investigated user reaction when exposed to various pric-
ing schemes for different qualities of Internet access. It turned out that users were not
disinclined to flexible pricing models[10]. The project M3l (Market-Managed Multi-
service Internet) [20] aims at the design and implementation of a next-generation sys-
tem that will enable Internet resource management through market forces, specifically
by enabling differential charging for multiple levels of service.

2.1 Terminology

Based on the discussion of related work and the necessity to obtain an uncontradicted
terminology, the following basic definitions will be applied within this work and are
utilized for the task and component description.

* Accounting defines summarized information (accounting records) in relation to a
customer’s service utilization. It is expressed in metered resource consumption,
e.g., for applications, calls, or any type of connections.

¢ Billing defines the collection of charging records, summarizing charging content,
and delivering an invoice including an optional list of detailed charges to a user.

* Charge Calculation covers the complete calculation of a price for a given
accounting record and its consolidation into a charging record, while mapping
technical valuesinto monetary units. Therefore, charge calculation appliesagiven
tariff to the data accounted for.

* Charging isused as an overall term, depicting all tasks required to calculate the
finalized content of abilling record. Sometimesin the literature, theterm billingis
utilized instead, however, it includes the full handling of invoices and customer
data tasks, which are of second priority for the technological aspects only.



* Mediation isintended to filter, aggregate, and correlate raw technical data which
in most cases has been collected by metering. Mediation transforms these data into
aform which can be used for storing and further processing.

* Metering determines the particular usage of resources within end-systems (hosts)
or intermediate systems (routers) on a technica level, including Quality-of-Ser-
vice (QoS), management, and networking parameters.

* Pricing covers the specification and setting of prices for goods, specificaly net-
working resources and services in an open market situation. This process may
combine technical considerations, e.g., resource consumption, and economical
ones, e.g., applying tariffing theory or marketing methods. Prices may be calcu-
lated on a cost/profit base or on the current market situation.

¢ Tariffsdefine algorithms used to determine a charge for a service usage. They are
applied in the charge calculation for agiven customer to the service he utilizes. For
caculating charges the tariff may contain, eg., discount strategies, rebate
schemes, or marketing information.

3. CumulusPricing Scheme — CPS

The issue of pricing and tariffing Internet services has become an important research
issue over the last couple of years[28]. However, there is till alack of definite solu-
tions, as existing schemes either are too inflexible or complex for a satisfying techni-
cal solution. Hence, there is an urgent need for new pricing schemes that are able to
deal with various essential economic, technical and user-specific requirements.
Moreover, pricing models can aso be used as network management tools. This alter-
native point of view is based on eliciting user information about existing usage pat-
tern. With this information, Internet Service Providers (ISP) are able to optimize
various dimensions, e.g., network configuration or admission control, regarding
objectives like utilization or revenue. Each of these points of views is investigated
with respect to one of their common denominators, i.e. their dependence on time-
scales. This newly developed model identifies four different time scales that are
equally relevant for network management as well as service tariffing. Afterwards a
new Cumulus Pricing Scheme CPSis presented and investigated, based on compound
activities on various time-scales. In addition, it is described how the pricing mecha-
nism provided by CPS can be embellished differently using various policies. In this
way, this approach providesfor an easy introduction of basic economic theory, e.g., on
relevant cost models or marketing influences.

3.1 Time Scales

Time scales define the important dynamic criteria for feedback handling. According
to [16], overal management time scales are distinguished: Short-term in minutes,
medium-term in hours, and long-term in weeks or months. These scales are extended
by an atomic scale for ultra-short times in seconds and below to allow for the defini-
tion of feedback in around trip-time or milliseconds. M easurement intervals and units
of measurement show the relevant timing data and information to be accounted for.
The type of feedback isidentified aswell by describing its major content (cf. Table 1).

Applying these time scales onto pricing-controlled activities results in (1) the atomic
monitoring and control level, (2) the short-term intervention level, (3) the medium-
term service deployment level, and (4) the long-term business/strategic level. More-



Table 1 Time Scales, Measurement, and Feedback Content

Time-scale M easurement
Naming Intervals Measurement Units | Feedback Content
atomic milliseconds, round trip- packets communication-relevant
times data
short-term minutes flows/sessions application data
medium-term hours/days billing periods billing data
long-term weeks/months contract periods contract data

over, measurements take place on a short-term time scale, hence CPS is characterized
as amulti-dimensiona mapping of the atomic time-scale onto the other three ones.

3.2 CPS: General Idea and Example

CPS has been devel oped with respect to three main reguirement types:

* User- and customer-oriented: Simplicity, transparency, and predictability.

* Economic: Efficiency, market-orientation for the | SPs.

* Technical: Feasibility of accounting.

The fundamental decision between static and dynamic schemes touches immediately
customer’s desires concerning price stability, e.g., highly fluctuating auctions,
whereas orienting a pricing scheme strictly according to the forces of the market
readily induces technical infeasibility. In this situation, CPS is an approach to recon-
cileal threerequirements. CPSisbasically aflat rate scheme (but rates may vary over
long time scales), it provides a feedback mechanism to bring market forces into play
(where this feedback is not an immediate one, but requires the accumulation of a suf-
ficient number of discrete “flags’, the so-called Cumulus Points (CP), indicating user
behavior), and it allows a huge flexibility in terms of technical prerequisites, espe-
cially concerning measuring and accounting mechanisms of the required datarecords.
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Figure 1: Red and Green Cumulus Points and Their Accumulation over Time
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Figure 1 describes as an initial and typical example how Cumulus Points are used.
Customer C has stated her expected bandwidth requirements to be x MB/s, but the
actual bandwidth consumption exceeds the agreed upon one slightly in January and
heavily in February. Accordingly, the consumer receives onered CP at the end of Jan-
uary and two additional red CPs at the end of February. Afterwards, her consumption
falls below the expected value (one green CP in March), remains within the contract



in April (apparently the ideal situation), but exceeds this value in May and June. The
accumulation of the CPs as of end of June sums up to five red CPs. The reaction
threshold has been reached, hence a contract renegotiation has to be performed.

3.3 Mathematical Description of CPS

The key to the new solution proposed lies in building the contract between customer
and |1 SP upon suitable information about the expected usage pattern of the service plus
influencing the actual customer behavior by anew type of feedback mechanismthat is
specific in terms of itsrelation to different time scales. Measurements take place over
a short time scale and allow evidence about user behavior on a medium time scale.
This evidence is expressed in terms of discrete flags, yet not triggering some sort of
reaction by themselves, but only as a result of their accumulation over a long time
scale. Hence, if the user has been detected by the ISP to strongly overuse capacities or
to misbehave in some sense, she will usually receive some sort of warning that in case
of unchanged behavior the contract may sooner or later may be finished by the ISP. On
the other hand, if the user is underutilizing her capacities, this behavior may be
rewarded by some sort of bonus system. This feedback system strongly depends on
measurement activities that are deliberately left open to ISPs. Hence, one could think
of (1) ISPs monitoring each packet or each connection in the one extreme, (2) 1SPs
undertaking systematic monitoring, (3) | SPs measuring every now and then (maybein
a statistical framework), or (4) at the other extreme 1SPs not measuring at all.
Mathematically, CPS may e described using two rules that refer to different time-
scales, respectively. To this end, suppose that ISP | offers only one service, and ini-
tially customer C has stated her expected bandwidth requirements according to a con-
tract (the SLA) to be x MB/s, whereupon ISP | has offered a flat rate tariff of a $/
month for this service which customer C has accepted. In reality, the volume con-
sumed by C is described by a function V(t) of time, which naturally may differ arbi-
trarily from the stated expected requirement x.
Let A, = A(t) describe the monthly over- or underutilize, respectively, of the cus-
tomer with respect to her statement x, i.e.

¢ ¢

A = f (V(t) —x)dt = JV(t)dt—x(ti—ti_l) , (0)

t|—1 t|—1

where t; describesthe end of measurement period i, e.g., the end of month, i = 0,1,2...
(note that t,, describes the start of the contract between ISP and customer).

Cumulus Points are assigned by the ISP | according to arule (the so-called “ CP Rul€e”)
whose content is up to the ISP, but typically might look like the following:

CP Rule: Define 8,, n = -N,....-1,01,2,...,N , to be the CP thresholds, 6, = 0
and 0,y =t WhereN describesthe maximal number of CPsthat could possi-

bly be assigned for one measurement period. Then for measurement period i, the cus-
tomer isassigned ¢; cumulus points iff

0<6,<A;<B.,; O @
B, _1<A<6.<0 , 2



the choice between (1) and (2) depending on sgn4, .
Hence, if A, is positive (i.e. overusein period i) and lies between thresholds 6, and
8.+ 1 » then ¢ cumulus points are assigned. If A; is negative and between thresholds

8._, and 6, c cumulus points are assigned, where ¢ now is a negative number,

hence cumulus points are referred to as green ones, whereas for positive ¢ cumulus
points are red. Now cumulus points c; are accumulated over time according to

Fn = z Ci ’ (3)
i=1
hence, T',, describesthe total sum of cumulus points assigned since the contract start.
The reaction to CP accumulation is again basically up to the ISP and is the content of
a second rule, the so-called “Reaction Rule”, typically looking like this:
Reaction Rule: Define © to bethe reaction threshold. Then the contract between cus-
tomer and ISP isin the state of imbalance and needs to be renegotiated after period n
if
r'yze. 4

Depending on sgnT,, , there may as well be two different thresholds e and © for
red and green CPs, respectively.

3.4 ISP Policies

CPS as described is a highly variant pricing scheme. Its implementation may vary
considerably according to different | SP policies that may include the following ones:

* Measurements: It is amost impossible to find a standard way of network moni-
toring and accounting that is compulsory for all ISPs. Hence, in the CPS approach
it is up to the ISP, on which data measurements the distribution of CP is based.

* CPassignment: Being assigned one or more CPs depends on violating thresholds
in terms of utilization or bandwidth. Fixing these thresholdsis up to the ISP. Note
that setting 6,,#0 prevents from smaller oscillations in x and result in a
superfluous assignment of CPs.

* Accumulation: Usualy, CPs are supposed to be accumulated over subsequent
billing periods. However, it may be alowed for CPsto expire, or for red CPsto be
charged up against green ones.

* Contract renegotiation: Another threshold to be set freely by 1SPs concerns
renegotiation. The way of renegotiating is also open. Either the customer delivers
anew statement about expected QoS requirements, and the provider offers a new
charge, or the old contract remains valid, and delta requirements plus the old red
CPs are dealt with by a separate new contract, e.g., by an extra payment.

4. A Generic and Modular Charging System

Following the introduction of the Internet networking technology DiffServ and one of
its appropriate pricing schemes CPS, an economically operated network requires nec-
essary functionality for performing the charging task. Based on the illustration of



major drawbacks of existing charging systems, the newly developed approach is
introduced and its functionality is presented in detail.

In existing charging systems the setting of prices, the function of charge calculation,
and billing itself are integrated, even additionally the maintenance of service classes,
user profiles, customer data, identities, and banking account data are included.
Although these tasks need to be distinguished for distributed and scal able systems as
illustrated in [28] (in addition, cf. terminology as defined in Section 2.1), they are
almost completely centralized within a single system. Therefore, future charging sys-
tems need to be ableto integrate different charging and accounting records, e.g., Inter-
net Protocol Detail Records (IPDR) [8], since customer’s demand is determined by
the so-called “one-stop billing” approach [27]. By providing open interfaces it will
become possible to exchangeindividual components and to integrate different compo-
nents supporting different technologies without having to adapt the entire system.
Therefore, charging systems are supposed to support the following tasks:

* Perform transport, service, and content charging.

¢ Perform accounting tasks according to transport and multi-service definitions.
e Support different levels of charging security.

* Support auditing.

4.1 Design and Implementation Dimensions

After identifying these components, it must be determined how they are implemented
and deployed in possible scenarios with potentially several different ISPs. Four
dimensions exist in which way a charging system can vary according to the scenario.
The dimension of location defines, where components are located. In particular, an
“inhouse” location refers to the fact that the ISP itself hosts this component and pro-
vides the according functionality internally. The dimension replication defines how
many of these components considered exist in a given environment. Mainly the num-
ber of clients served by an | SP and the number of interconnection points with peering
| SPs determine the number of replicated components required. The dimension reli-
ability defines how reliable these components have to be. The needed degree of reli-
ability depends only indirectly on the ISP type. It rather depends on the afore
mentioned dimensions of location and replication aswell as heavily on the component
type itself. Finally, the dimension time scale has been aready introduced for CPSin
Section 3.1 and is applied for the CAS similarly.

4.2 Charging System and ICCAS Architecture

An overall architecture for a charging system and itsimportant subsystem, an Internet
Charge Calculation and A ccounting Systems (ICCAYS), is based on the mapping of the
conceptual view onto distinguished components. Refining this concept into compo-
nents and their interactions and interfaces results in the overall architecture as
depicted in Figure 2/left as it has been designed for the M3l project [20]. Interactions
between two neighboring providers take place on two levels.

Thefirst oneisof course on the data path since providers must exchange data between
their networks. Further inter-provider information exchange happens as part of the
specific protocol processing as defined in the QoS model applied, e.g., for resource
reservation purposes such as using the Resource Reservation Protocol (RSVP) or



inter-Bandwidth-Broker communication, where messages are exchanged between
border routers of neighboring providers. In these cases, atype of signaling or consol-
idation protocol hasto take care of the distributed information scattered around in the
network.
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Figure 2: Architecture of the Overall Charging System and ICCAS Details

Since the transport of this datais not for free, ISPs will charge each other for the data
transported. This leads directly to the second level of interaction. Each provider col-
lects information of the amount of data transported and calculates a charge for it. He
sendsabill through abilling system to the responsible neighboring | SP’s entity. Either
he bills another provider, if he provided a service for him or he sends the bill to one of
his customers. So information exchange between providers occurs on the level of bill-
ing systems, where inter-provider invoices are exchanged. Instead of performing
absolute billing between interconnected providers, they can also offset their claims
against each other. A set of peering agreements and settlement schemes exist for
today’s | SPs, however, they are defined in a quite static manner and do not alow for
immediate responses to bandwidth bottlenecks or further customer and user demands.
In more specific detail, the tasks of each component of the ICCAS are defined within
the following paragraphs.

Metering: As shown in Figure 2/left, metering is integrated in IP routers. Alterna
tively, it could be placed directly on the wire. This solution introduces supplementary
expenditures, e.g., an entity needs its own IP address or requires special protocols.
Mediation: In addition, the purpose of the mediation entity is to transform metered
data (of each single meter), to merge data of different meters, and to reduce the
amount of data metered. The mediation’s effect of dramatically reducing the amount
of data has a deep impact on the charging network design. Pricing: For calculating
charges of transmitted data, prices are important, which are applied in the charge cal-
culation component, but they are not set at this point. Billing: Major assumptions on
functions of a billing system are to be made. It affects the charging system and the
ICCASin sofar that interfaces need to be placed correctly and that plausible and com-
plete scenarios can be created. It is used to describe inter-provider charging concerns.
Enterprise Policy Control: The enterprise policy control entity represents the ISP's
interface for the management and supervision of al (except the billing system)



ICCAS related entities. It controls the ISP's business strategy with respect to its
implementation and configuration of the given networking equipment. Host/Gate-
way Agent: The host/gateway agent performs two different functions. Thefirst oneis
to communi cate charges to hosts (users) and gatewaysto provide an optional feedback
channel for their service usage. Service Directory and QoS Component: Since a
user tends to lack a complete understanding of Quality-of-Service (QoS) in technical
terms, he will be unable to specify detailed requirementsin away that can be used as
an input to the QoS component within the router.

The ICCAS' internal entities consist of a charge calculation, an accounting, a cus-
tomer support, and a user support component (cf. Figure 2/right). The separation of
the ICCAS into these components increases the required degree of flexibility, since
these components can be physically distributed. Concerning the flow of data within
the ICCAS interndly, it has been divided in two logical paths. On one hand, the
Accounting Information Path (AlP), depicts the flow of pure charging-relevant data.
On the other hand, the Control Policy Path (CPP) is used to manage and configure the
ICCAS and entities involved with the processing of the charging data. These two
paths differ mainly inthe order and direction they process data. All interfaces between
components are designed to act (1) as protocols, allowing for open communication
between two remote entities of components, or (2) as software interfaces, reflecting
the clear architectural decision, that the interaction between those components hap-
pens within acommon address space. Further details can be obtained from [13].

5. Results and Evaluation

The integration of the pricing scheme CPS into the ICCAS based on a Diff Serv net-
working environment has been performed. This combination does not lead to large
protocol overheads and isfeasible in small aswell asin large networks.

5.1 CPSfor DiffServ and the Charging System

CPSistailored to complement Diff Serv in the provisioning of QoS and in the trans-
parency of customers. According to the DiffServ philosophy, CPSties up at the edges
of the network, i.e. a the border routers of any Diff Serv domain. Consequently, CPS
policies, which should be applied and enforced, need to be defined at and for edges of
the network domain. Since DiffServ already uses Service Level Agreements (SLA) at
the edges to comply with service provisioning tasks, CPS policy definitions and
agreements preferably ought to be specified in the same SLAs. Merging service pro-
visioning tasks with service charging tasks is appropriate and economical, since both
apply on same service at asimilar granularity and at identical locationsin the network.
Therefore, an SLA includes besides technical accordances, legal commitments and
financial commitments, e.g., the sum of financial forfeits on contract corruption, both
of which not concerned with the charging task directly. The processto set up an SLA
is sketched in ageneric fashionin Figure 3.

Because SLAs do not already define technical parameters, |SPs have a some freedom
to map the SLA contract to technical parameters. Furthermore, this freedom to com-
ply with the contract allows to separate concerns of proper Diff Serv technology from
those of CPS, although they are specified in the same SLA. Figure 3 illustrates this
fact by the specification layer, which is separated in a charging plane and a DiffServ
plane. Concerns of charging are located in the charging plane. Likewise, this generic



representation allows to locate and specify parameters of charging systems and pric-
ing schemes, other than CPS. Parameters necessary to be specified within a Service
Level Specification include configuration and initialization parameters. In the case of
CPS these cover, e.g., threshold values for collecting cumulus points, prices associ-
ated to cumulus points, or refresh periods.

human interaction layer

Mapping to Techn ical Parameter

— Service Level Specification
Configuration &
AN ; : RN Traffic Conditioning Specification

charging plan: fos v plan:

specification layer

Figure 3: SLA of aDiffServ-CPS System

The main aspect of the DiffServ Architecture to concentrate intelligence at network
edges suggests to meter at network edges only. Transmissions can be charged for
according to their associated Behavior Aggregate (BA). However, an important ques-
tion remains, how can end-to-end services be accounted and charged for? Each user
has established a contract with his service provider. In aDiffServ world thiscontract is
represented by an SLA. This SLA determines, which services the customer may use
and how he will be charged for them using the applied pricing scheme, here CPS.
However, the customer has only established an SLA with his provider, not with other
domain operators, who play an important rolein his datatransmissionsaswell. There-
fore, to guarantee the provision of aservice not only for one domain, but for the entire
transmission path, aflow establishment phase is needed. This setup can be performed
by the User Support component of the ICCAS. This approach does not return to
micro-flow orientation, it supports reservations for BAs, aggregated super-flows con-
taining many micro-flows, by bandwidth brokers of the DiffServ network. A settle-
ment between different domains does not take place on a micro-flow basis, but only
for BAs. SLAs exist between domains, which are negotiated on the basis of traffic
estimations of domain operators, which originally are caused by end user traffic. The
specific settlement between neighboring domainsis performed also by applying CPS.

5.2 Evaluation of CPS

The evaluation of the pricing scheme is based on the most important properties of the
Cumulus Pricing Scheme, which include the following properties:

* Discrete: Instead of reporting every small fluctuation of the user behavior, CPS
allows the user behavior to fluctuate within certain boundaries.



¢ Cumulative: Not single bursts, but only continuous change of promised behavior
triggers reactions.

* Early warning: If some user starts to change her behavior, this will have no
immediate conseguences, but neverthel ess she will know at an early stage that her
pattern has changed, and that continuing the new usage habits will require arene-
gotiation of the current contract.

* Predictableand transparent: Asthe entire scheme presentsitself to the user asa
variation of fully accepted flat rate schemes, user acceptance will be a given.
Charges for the user remain stable over long time-scales and necessary changes
are transparent to the user.

* Market managed: The contract between customer and ISP is based on informa-
tion delivered by the customer about her expected usage pattern. This information
may be used by the ISP to determine the flat rate charge and moreover to optimize
network utilization or revenue. As soon as the customer does not fulfill her com-
mitments, CPS introduces a slow penalizing mechanism in order to trigger well-
behavior of the customer.

* |SP policy dependent: Thereisastrong influence of ISP policy on theimplemen-
tation of the scheme. The ISP may freely decide not only on the measurement pro-
cedure, but also on threshold values for awarding Cumulus Points or thresholds
concerning their accumulation. On the other hand, semantics of CP allow the map-
ping of thresholds and val ues between different 1SPs.

* Technically feasible: Awarding CPs most probably should be justified by respec-
tive measurement results, but it is largely up to the ISP of how to gain these data
and how to interpret them. In the minimal case, asmall number of very crude mea-
surements of user behavior may already be considered as sufficient by the ISP,

6. Summary and Conclusions

This paper has presented he extension of current network management functionalities
with charging and pricing functions for differentiated services, determining a busi-
ness-oriented network management tasks. This extension is driven by atrend of com-
mercialization in networking and the demand for QoS-based services, but minimized
technical effort for QoS provisioning in networks. The development of adiscrete, pre-
dictable, transparent, and technically feasible pricing scheme termed Cumulus Pricing
Scheme (CPS) and the generic and modular ingredients of an Internet Charging Sys-
tem, in particular the Internet Charge Calculation and Accounting System (ICCAS)
illustrates afeasible technical solution to the support of pricing differentiated services.
Lessons|earned clearly indicate that the proposed pricing scheme would have avoided
recent failures of various all-you-can-eat offers, e.g., as seen from aU.K .-based I nter-
net Service Provider (1SP) [18]. In addition, a quite simple set of measurement poli-
cies, long-term negotiabl e between the customer and the | SP, are sufficient and can be
supported effectively by the ICCAS. Specifically, ICCAS is suited for handling an
extensible variety of different services, where particularly the CPS has been inte-
grated. In addition, ICCAS interactions are functionally complete and sufficient for
known pricing schemes, ranging from usage-based to flat-fee approaches.

The work in progress includes the ongoing implementation of the full ICCAS func-
tionality in order to demonstrate the technical and economic feasibility. The optimiza-
tion and tuning of interfaces and protocols will follow based on the measured



processing overhead for the ICCAS. The simulation of the market-managed feature of
CPS with multiple ISPs is under its way and will be extended to inter-1SP scenarios.
Thisincludesthe simulation of ISP policies, effects on prices, and user behavior. With
respect to service deployment [15] and active networks it will be an interesting
research topic to investigate the suitability of pricing models for injected code.
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