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Uberblick

Motivation
m Was ist Informationssicherheit?

m Warum ist das Thema relevant fur industrielle Anlagen?

Realisierung
m Sicherheitsarchitekturen und -mechanismen
m Realisierungsbeispiel

m Richtlinien und Normen

© 2005 ABB CH-RD/MN - 2



Motivation
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Was ist Informationssicherheit?

m Sicherheit (safety) und Sicherheit (security)

Schaden
_ _ Personen,
finanziell
Umwelt
o e
< gy
= 2 20
L 3 g8 Q
£ S § g
S N =5 I
S L]
- D 4 : ' A : J
= Sicherheit
© (,security”,
B Informationssicherheit)
N —

© 2005 ABB CH-RD/MN - 4



Was ist Informationssicherheit?

Sicherheitsanforderungen an ein System kénnen mittels
acht generischer Sicherheitsziele beschrieben werden:

m Vertraulichkeit Confidentiality

® Lawsuit Alleges Kraft Foods Sent Spam (22 April 2005)
The founder of a small California ISP has filed a lawsuit
against Kraft Foods, Inc., alleging the company is

B responsible for 8,500 spam email messages in violation of
both the federal CAN-SPAM Act and California anti-spam law;
the headers of the unsolicited commercial email messages

i were faked. The attorney representing the man who filed the
] suit says his client is entitled to US$11.7 million in damages.

m Schutz Dritter Third party protection
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Motivation
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Motivation

m [ntegration: “device to enterprise

sensor to board room”
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Motivation
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Motivation
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Slammer worm crashed O

The Slammer worm penetrat

By Kevin Poulsen, SecurityFocus Aug 19 2003 2:45PM

Sasser eyed over train outage
Chris Jenkins

NSV TRAINS authority RailCorp has sent in software engineers to find the
source of the outage that left up to 200,000 commuters stranded vesterday,
saying the new Sasser worm, which has already spawned two variants, is
being evaluated as a possible cause.

A RailCorp spokesman confirmed that software engineers were
investigating the problem, which prevented drivers from talking to signal
boxes. A virus attack was one possibility being investigated, he said.
RailCorp was unable to confirm when the investigation would be complete.

RailCorp chief executive Vince Graham raised the possihility of a virus

attack at a press briefing yesterday. "There is no evidence that hacking is
an issue here, the viral infection could have been introduced by one of our
own people not taking sufficient care,” Sydney's Daily Telegraph reported
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hio nuke plant network attacks
By Tony Smith

or revenge sewage

Posted: 31/10/2001 at 15:55 GMT
The Register Mobile: Find out what the fuss is about. Take the two week trial

foday.
ed a private EOI’T‘IDUtE"I’ network at Ohio's Davis-Bessd

SecurityFocus has learned.

: - T ) An Australian man was today sent to prison for two years
power plant in January and disabled a safety monitoring system for nearly five hol ] siqr he was found quilty of hacking into the Maraochy
despite a belief by plant personnel that the network was protected by a firewall, Shire, Queensland computerised waste management

system and caused millions of litres of raw sewage to spill
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Realisierung
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Sicherhelitsmechanismen

m Vertraulichkeit Verschlisselung, VPN

= Integritat kryptographische Prifsummen

m Verfugbarkeit Redundanz

= Authentifizierung Passworter, Zertifikate, Biometrie

m Zugangskontrolle “gehartete” Rechner, Zugriffsrechte,

Firewall, AV, Filter/Proxy
= Nachvollziehbarkeit Logs, IDS
= Nachweisbarkeit digitale Signatur
m Schutz Dritter Firewall, AV
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Sicherheitsarchitektur

[nach W. Schwartaul]

: !
Grundglelchung. dAbwehr = dErkennung + dReaktion

Basisarchitekturtypen:

Harte Schale

“Unuberwindbare” Mauer,
dahinter keine Kontrollen.

Tiefengestaffelte Verteidigung

Fur jeden Ubergang zwischen
zwei Zonen muss der Angreifer
Zeit und Muhe aufwenden.
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Sicherheitsmechanismen in der Leittechnik
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Richtlinien und Normen

m Ziele
m Konkrete Hilfestellung bei der Sicherung einer Anlage

m Keine zusatzlichen Herstellungs- oder Beschaffungskosten
ohne klaren Sicherheitsgewinn

= Initiativen
m |IAONA ,Security Data Sheet* -> Produkte

m ISA sp99 -> Prozesse
= TR1/TR2 (2004); standard S99 (2006-87?)

m [EC TC65 WG? (ehemals SC65¢c/WG13) -> Systeme (techn.)
m Standards IEC ??7? (2007) and IEC 61784-4 (2007)
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IEC 61xxx Anforderungskataloge
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Zusammenfassung

m Die Gefahr elektronischer Angriffe auf industrielle
Leitsysteme ist real.

m Das Risiko ist heute mit kommerziell verfigbaren
Sicherheitsmechanismen recht gut beherrschbar

m Mehrlagige Verteidigung

= Normen und Richtlinien werden langsam verfligbar

allerdings

m Aufwand, Kosten in Installation und Betrieb
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