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1. EinfUhrung

Benutzer zahlen

Prepaid telefonieren ist schon seit langer Zeit aktuell. Die ersten solchen Ldsungen waren die
M unztelefone. Doch sie benttigten einen zusétzlichen Dienst um die M iinzen zu sammeln
und die Telefone wurden oft aufgebrochen und ausgeraubt. Um dies zu umgehen, wurden
1976 in Italien erstmals die Prepaid-Tel efonkarten eingefihrt. Prepaid wurde weiterentwickelt
und weiterverbreitet und ist heute auch fir die Mobiltelefonie sehr beliebt. Von den weltweit
787 Millionen GSM-Nutzer Ende 2002 benutzen 40-80% Prepaid [12]. In der Schweiz waren
es Ende 2002 5,5 Millionen GSM-Nutzer, wovon 42% Prepaid-Nutzer sind. Der Prepaid-
Trend ist weiterhin steigend [11].

Vortelefur Anbieter

Fur die Anbieter ist Prepaid lohnenswert, da sie nur dann ihren Service bieten missen, wenn
der Konsument noch gentigend Geld gespeichert hat. Auch konnen die Kosten fir das
Verschicken von Rechnungen und das Mahnwesen, wie dies bei Postpaid ben6tigt wird,
gespart werden. Der Service kann mit gutem Gewissen Leuten mit schlechter Zahlungsmoral
geboten werden. Der Ertrag ist durchschnittlich etwa 1,5 Monate friher im Besitz der
Anbieter als mit Postpaid, was bei den grossen Summen betréchtlich mehr Zinseinnahmen
und einen héheren Cash Flow ergibt.

Vortelefur Kunden

Auch fur die Konsumenten ist Prepaid lohnenswert, da sie keinen Langzeitvertrag
unterzeichnen muissen, sondern sich ganz einfach im Supermarkt eine Prepaid-Karte kaufen
konnen, wobei sie anonym bleiben kdnnen. Keine monatlichen Grundgebiihren missen
bezahlt werden, somit ist Prepaid ideal fir temporére Nutzung. Dank der transparenten
Abrechnung haben die Kunden ihre Telefonausgaben immer unter Kontrolle. Falls das Natel
mal gestohlen wird, ist der Verlust begrenzt auf das gespeichertes Guthaben (neben dem Natel
selbst natdrlich).

Wichtige M echanismen flir Prepaid im mobilen Bereich

e Ein extra Abrechnungssystem, das verschiedene Tarife berticksichtigt, abhangig vom
Ursprung des Anrufs (lokal, national, international), verschiedenen Nummern
(Gratisnummern, Servicenummern, etc), Weiterleitungsgebihren, etc. Zudem miissen
die zu verrechnenden Tarife laufend gedndert werden kdnnen, falls der Konsument
verschiedene Tarifzonen durchreist wahrend eines Anrufs[1].

e Eine Methode, die in Echtzeit die benltzten Dienste verrechnet, also den
entsprechenden Betrag dem Kundenkonto abzieht. Dies kann wéahrend eines Dienstes
oder direkt danach geschehen. Diesist wichtig, da sonst ein eigentlich schon
aufgebrauchter Kredit, der aber noch nicht abgebucht wurde, nochmals zu weiteren
Diensten verwendet werden kann [1].

¢ Ein Kundendatenmanagement, das den Kredit und die PIN-Information verwaltet.
Einfache Methoden, den Kredit aufzuladen, sind sehr wichtig, denn man sollte die
Kunden nicht vor dem Aufladen abschrecken. Ein Mechanismus sollte zudem die
Kunden automatisch warnen, wenn ihr Kredit unter eine gegebene Limite sinkt, damit



sie das Aufladen nicht vergessen und die Dienste ihnen auch pausenlos zur Verfiigung

stehen [1].

Wie diese Funktionten in den bestehenden Prepaid Technologien umgesetzt werden, zeige ich
im folgenden Kapitel auf.

2. Die 4 wesentlichen Prepaid Technologien

Glossar

MSC
P-SCP
IP

SSP
GMSC
MS
MSISDN
SN
PBP
IMSI
HLR
CDR
PSC
IVR
SM-SC
GSM
GPRS
UMTS

Mobile Switching Center

Prepaid Service Control Point

Intelligent Peripheral

Service Switching Point

Gateway MSC

Mobile Station

Mobile Station ISDN number

Service Node

Prepaid Billing Platform

International Mobile Subscriber Identifier
Home L ocation Register

Cadll Detail Record

Prepaid Service Center

Interactive V oice Response

Short Message Service Center

Global System for Mobile communication
Genera Packet Radio Service

Universal Mobile Telecommunications System

a. Intelligent Network Ansatz
Diesist der neuste und sicherste Ansatz, der besteht, doch ist es auch die teuerste Ldsung.

Hier mochteich fir einige Félle den Ablauf des Rufaufbaus und der Prepaid-Abrechnung
ansehen. Als erstes den Fall des Prepaid-Nutzers als Anrufer:

(Die Pfeile bedeuten Sprachverbindungen und die blauen Linien sind Signale, die hin und her

geschickt werden.)
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Der Prepaid-Nutzer gibt die gewtinschte Zieltelefonnummer ein. Die Verbindung wird bis
zum Mobile Swiching Center (M SC) aufgebaut, das den Anrufprozess unterbricht, um dem
Prepaid Service Control Point (P-SCP) die relevanten Anruferdaten zu schicken. Diese
bestehen aus der MSISDN, dem Aufenthaltsortes des Anrufers und der gewahlten Nummer.
Aufgrund dieser Informationen berechnet der P-SCP, das die Prepaid-K ontostande
gespeichert hat, die voraussichtlich anfallenden K osten und entscheidet, ob die gewahlte
Verbindung finanzierbar ist. Wir nehmen hier an, dass der Dienst erlaubt wird. Der nachste —
optionale — Schritt geht vom P-SCP aus, der das MSC instruiert, eine Sprachverbindung zum
Intelligent Peripheral (1P) aufzubauen. Danach instruiert der P-SCP das IP, den Anrufer tber
seinen Kontostand und die, unter den gegebenen V oraussetzungen, anfallenden Gebiihren zu
informieren. Dies erfolgt durch die Tonbandstimme des IP. Der néchste, nicht mehr optionale
Schritt ist die Erlaubnis, die der P-SCP dem M SC zur Weiterfihrung des Rufaufbaus erteilt.
Uber den Service Switching Point (SSP) wird der Anzurufende erreicht. Wahrend der

V erbindungsdauer zieht der P-SCP fortlaufend die angefallenen Kosten vom Konto ab. Falls
der Kontostand den Nullpunkt erreicht, wird die Verbindung abgebrochen, indem der P-SCP
das MSC die Verbindung trennen l&sst. Der andere, haufiger auftretende Trennungsgrund ist
die Beendung der Verbindung durch die Gesprachsteilnehmer. In diesem Fall meldet das
MSC dem P-SCP die genaue Uhrzeit, zu der die Verbindung getrennt wurde. Daraufhin
speichert der P-SCP den neuen Kontostand entsprechend [1].

Im néchsten Fall ist der Prepaid-Nutzer der Anrufempfanger:
Fur diesen Fall missen wir zwischen zwel Verrechnungsarten unterscheiden:
e Daseineist die Caling-Party-Pay Verrechnung, bei welcher der Anrufer bezahlen
muss.
e Dasandereist die Called-Party-Pay Verrechnung, bei welcher der Angerufene fir die
Verbindung bezahlen muss. Nur fir letztere Verrechnungsart gilt der nachfolgende
V erbindungsaufbau.

Der Prepaid-Nutzer gibt die gewtinschte Zieltelefonnummer ein. Der Anruf wird zum
Gateway M SC geleitet, der den Anrufprozess unterbricht, um dem P-SCP wiederum die
relevanten Daten zur Uberpriifung zu schicken. Falls der Kontostand noch geniigend hoch ist,
erlaubt der P-SCP dem GM SC die Weiterfihrung des Anrufprozesses. Wéhrend die
Verbindung besteht, zahlt wie im vorigen Beispiel der P-SCP die anfallenden Kosten und
verrechnet sie nach Beendigung des Anrufs[1].



Als néchstes sehen wir uns die Abwicklung des Konto-Nachladens an:
! — L — @
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Der Prepaid-Nutzer muss eine Spezialnummer wahlen, die das MSC erkennt und die
Prepaidnummer (MSISDN) des Anrufers dem P-SCP weiterleitet. Daraufhin fordert der P-
SCP das M SC auf, eine Sprachverbindung zum IP aufzubauen. Der P-SCP gibt dem IP den
Befehl, den Prepaid-Nutzer per Tonband nach der PIN und dem nachzuladenden Betrag zu
fragen. Der P-SCP kontrolliert die eingegebene PIN und erhéht bel deren Gultigkeit den
Kontostand entsprechend. Der P-SCP |&sst das IP den neuen Betrag mitteilen und veranlasst
das M SC anschliessend dazu, die Verbindung wieder zu trennen [1].

b. Service Node Ansatz

Diese Losung kann schnell realisiert werden, die Kapazitét 1&sst sich jedoch nicht beliebig
erweitern.

Das bestehende Postpaid-Netz kann so belassen und genutzt werden, indem ein externer
Knoten an das MSC (Mobile Switching Center) angehéngt wird, der auf CTI (computer
telephony intergration) oder PBX (private branch exchange) basiert. Da alle Funktionen fr
Prepaid Uber diesen Knoten laufen, sind keine Software- oder Hardwaremodifikationen des
MSC nétig.

Auch hier betrachten wir den Fall des Prepaid-Nutzers als Anrufer:

g_’é—*?—» @ (&
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Der Prepaid-Nutzer gibt die gewiinschte Zieltelefonnummer ein. Das MSC erkennt den
Anrufer as Prepaid-Kunde und erstellt eine V erbindung zum Service Node (SN). Der Service
Node konsultiert die Prepaid Billing Plaform (PBP), wo die Saldi der Prepai dkonten
gespeichert sind. Falls noch geniigend Geld gespeichert ist, erstellt der SN eine Verbindung
zum M SC, das den Anruf weiterleitet. Der SN ist fur die Abrechnung in Echtzeit zusténdig

[1].




c. Hot Billing Ansatz

Diesist eine mittelmassige Losung, deren grosser Nachteil die Abrechnung ist, dasie nicht in
Echtzeit erfolgt. Dies reduziert den Aufwand, erhoht aber das Risiko von Verlust.

In diesem Ansatz werden CDRs (call detail records) verwendet, die fur die Abrechnung der
Prepaid-Anrufe verantwortlich sind. In einem CDR sind Servicetyp, Datum, Zeit,
Nutzeridentifikation, gewahlte Nummer und der Standort des Prepaid-Nutzers gespeichert.
Ein Prepaid Service Center (PSC) ist n6tig, da es die Kredite der Prepaid-Kunden verwaltet.
In diesem Ansatz wird erst am Ende eines Anrufs abgerechnet, was zu Uberschreitungen des
Kontos fuihren kann, wenn der Kunde das Konto nicht wieder aufladt. Um dieses Risiko
moglichst klein zu halten, wére es moglich, auch wahrend des Gesprachs CDRs zu forcieren.
Wenn aber ale paar Minuten, wie bei den anderen Ansétzen die Abrechnung Ublicherweise
gemacht wird, ein CDR verschickt werden musste, wirde dies das Netzwerk total Uberlasten.
Es muss ein Mittelweg gefunden werden: Die Summe der CDR-Erstellungs- und CDR-
Versandkosten wird zu den tatséchlichen Verlusten addiert und méglichst minimiert. Ein
anderer Weg, dieses Risiko in Grenzen zu halten, wére, elne maximale Gesprachszeit
festzulegen, die somit auch den maximalen Verlust festlegt. Das Problem ist hier, dass mit
Servicenummern (0900) in zwanzig Minuten schon ein betréchtlicher Betrag , vertelefoniert’
werden kann.

Auch hier betrachten wir den Fall des Prepaid-Nutzers als Anrufer:

HLR
AuC

Der Prepaid-Nutzer gibt die gewiinschte Zieltelefonnummer ein. Das M SC schickt dem Home
Location Register (HLR) den International Mobile Subscriber Identifier (IMSI), aufgrund
dessen das HLR prift, ob der Dienst finanzierbar ist. Fallsja, wird die Verbindung erstellt.
Waéhrend die Verbindung besteht, geschieht im urspriinglichen Ansatz nichts. Erst wenn die
Verbindung getrennt wird, erstellt das M SC einen Call Detail Record (CDR) und schickt ihn
dem PSC. Dieses errechnet und speichert den Restbetrag. Falls das Konto negativ wurde,
beauftragt das PSC das HLR, den Account bis zur Nachzahlung zu sperren [1].




Als néchstes sehen wir uns den Ablauf bei einer Kreditanfrage an:
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Der Prepaid-Nutzer wahlt eine bestimmte Gratisnummer. Das MSC erkennt diese als
Kreditanfrage und schickt sie zusammen mit der MSISDN der Interactive Voice Response
(IVR) und erstellt einen Sprachkanal zu ihr. Die VR holt sich die Informationen zum
Kontostand aus dem PSC. Danach spricht die Tonbandstimme der VR dem Kunden seinen
Kontostand vor [1].

d. Handset Based Ansatz

Diese Losung ist die einzige, die heute angewendet wird. Im bestehenden GSM-Standard wird
der Kontostand auf der SIM-Karte gespeichert. Diese Losung ist billig, beinhaltet aber ein
grosses Risiko, da der Kontostand schlecht verschlisselt ist und somit relativ leicht anderbar
ist. Um dieses Risiko zu vermindern, wére eine Kombintion dieses Ansatzes mit dem Hot
Billing Ansatz geeignet. DafUr wird der Kontostand redundant gespeichert, namlichim MS
und im PSC. Bevor ein Dienst zugel assen wird, werden die beiden Kontosténde miteinander
verglichen und nur bei deren Ubereinstimmung wird der gewtinschte Dienst gewahrt. Somit
kann die Abanderung des Kontosim M S verhindert werden. Wenn das Konto den Nullpunkt
erreicht, stoppt das MS den Dienst wie tiblich von selber, also ist auch ein Uberziehen des
Kontos nicht moglich. Nach Abschluss des Dienstes wird ein CDR erstellt, damit auch im
PSC der neue Kontostand gespeichert werden kann.

Auch hier betrachten wir den Fall des Prepaid-Nutzers als Anrufer:

Die Mobile Station (M S) wahlt die Zielnummer und schickt dem MSC den auf dem M S selbst
gespeicherten Kontostand. Das M SC berechnet aufgrund der gewahlten Nummer und dem



Aufenthaltsort der MS, wie lange der Anrufer fir einen bestimmten Betrag verbunden bleiben
darf. Die MS muss den Erhalt dieser erlaubten Zeit bestatigen. Erst dann fuhrt das MSC den
Verbindungsprozess weiter. Kurz bevor die erlaubte Zeit aufgebraucht ist, fragt die M S (bel
bestehender Verbindung) das MSC an, ob noch gentigend Geld auf dem Prepaid-Konto
gespeichert ist, um den nachsten Zeitabschnitt freizugeben. Diese Freigabe muss paketweise
erfolgen, da ein anderer, schon bezogener Dienst vielleicht noch nicht abgerechnet wurde,
wenn das MSC auf die erste Anfrage der MS hin den Kontostand prift. Bel Roaming des
Prepaid-Nutzers wird vom M SC automatisch die zur Verfligung stehende Zeit zum neuen
Tarif berechnet und der M S gesandi.

Wahrend des Telefonates zdhlt die M S selbst die Zeit bis zur maximal zur Verfligung
stehenden V erbindungsdauer. Dann trennt die MS die Verbindung selbsténdig und speichert
den neuen Kontostand [1].

Als néchstes sehen wir uns den Ablauf des Konto-Nachladens an:

Zuallererst muss sich der Kunde eine Rubbelkarte kaufen, mit deren Code sich ein bestimmiter
Betrag nachladen lasst. Er wéhlt die auf der Karte angegebene Gratisnummer und gibt den
Code der Rubbelkarte ein. Das PSC priift den eingegebenen Code. Bel Gultigkeit erhoht es
den Kontostand, indem es ein Bestétigungs-SM S generiert, das durch das Short Message
Service Center (SM-SC) an die MS verschickt wird [1].

e. Vergleich dieser Technologien
I. Roaming

Furs Roaming ist nur der Handset Based Ansatz zu empfehlen, da die Netze kompatibel
sein mussen und die Netze aller anderen Lander auch auf dem Handset Based Ansatz
basieren. Der ndchste Punkt, der fir den Handset Based Ansatz spricht, sind die schon
bestehenden Roamingvertrége fur die Postpaid-L 6sungen. Flrs Prepaid miissen also diese
Vertrége nur erweitert werden. Fir andere Ansétze missten von Grund auf neue Vertrége
ausgehandelt werden. Zudem ist der Handset Based Ansatz schon jahrelang im Einsatz
und hat sich gut bewdahrt. Andere Ansétze missten erst noch getestet werden.

ii. Erweiter bar keit

Der Intelligent Network Ansatz und der Handset Based Ansatz sind ohne
Einschrankungen erweiterbar.



Der Hot Billing Ansatz ist limitiert durch die Fahigkeit des MSC, CDRs zu erstellen und
zu verschicken.

Die Anzahl Benutzer sind im Service Node Ansatz beschréankt durch die Kapazitét der
Leitung zwischen dem M SC und dem Service Node [1].

lii. Betrugsrisko
Wie schon erwahnt, besteht fir den Handset Based Ansatz das Risiko der
unrechtmassigen Abanderung des auf dem M S gespeicherten Kontostandes. Auch fir den

Hot Billing Ansatz ist das Risiko gross, da nicht in Echtzeit abgerechnet wird. Der
Intelligent Network Ansatz und der Service Node Ansatz sind relativ sicher [1].

Iv. Systeminitialisierung

Fur den Service Node Ansatz kommt die Systeminitialisierung am billigsten und kann am
schnellsten umgesetzt werden, da das bestehende Postpaid-Netz belassen werden kann
und bloss ein Service Node und ein PSC fiir die Kontenspei cherung angehangt werden
muissen.

Fur den Handset Based Ansatz verursacht die Systeminitialisierung mittelmassige K osten.
Auch hier kann das bestehende Netz belassen werden. Was zusétzlich benttigt wird, ist
eine spezielle SIM-Software fiir die Speicherung und die Abrechnung des Kontos im MS.
Auch fur den Hot Billing Ansatz verursacht die Systeminitialisierung mittelméassige
Kosten. Sie entstehen aus der zusétzlichen Einsetzung von PSC, HLR und einem IVR-
Auflademechanismus.

Fur den Intelligent Network Ansatz kommt die Systeminitialisierung am teuersten, daein
vOllig neues Netz aufgebaut werden muss. Diesist eine langwierige Angel egenheit, die
komplexe Software benétigt [1].

V. Service Features

Heutige Service Features sind MM S, SMS und die Telefonie. Zukiinftige datenintensivere
und teurere Features sind beim Handset Based Ansatz durch die Speicherkapazitét der
SIM-Karte limitiert und beim Hot Billing Ansatz durch die nachtrégliche Verrechnung. So
konnten viele teure Dienste parallel beansprucht werden, die ale erst nachtraglich
abgerechnet werden und somit hohe Verluste fir den Anbieter zulassen wirden.

Der Service Node Ansatz sowie auch der Intelligent Network Ansatz sind darin flexibel

[1].

vi. Echtzeitverrechnung

Exakte Echtzeitverrechnung ist nicht moglich, doch ansatzweise wird sie im Handset
Based Ansatz durch die Abrechnung im MSrealisiert, im Service Node Ansatz durch die
Abrechnung im Service Node und im Intelligent Network Ansatz im P-SCP. Nur der Hot
Billing Ansatz rechnet nachtréglich ab, woraus auch sein grosses Verlust-Risiko resultiert,
jedoch den vergleichsweise riesigen Aufwand bei den anderen Prepaid-
Abrechnungssystemen in Grenzen halt [1].



3. M 6gliche Prepaid-L 6sungen mor gen

Bedtrfnisse der Prepaid-Kunden
Mobiliat
Das Mobilitatsbedirfnis, vor alem dagenige der Geschéftsreisenden und auch der Touristen,

verlangt, dass Roaming mit gleichbleibendem Service méglich ist. Wenn méglich sollte dies
zu akzeptblen Preisen angeboten werden.

Kontrolle Uber die Ausgaben

Dieses Bedurfnis wird von den Prepaid-L dsungen sehr gut befriedigt, da man jederzeit den
aktuellen Kontostand abfragen kann.

Zugriff zu Informationen

Dank dem Internet hat sich die Informationsmenge stark vergréssert. Man ist sich gewohnt,
immer und Uberall Zugriff zu haben und denkt, man kdnne nicht mehr darauf verzichten.
Diesem Informationsdrang sollen auch die Natellésungen gerecht werden, insbesondere auch
die Prepaid-Varianten.

Alle Anwendungen in einem Ger &t vereint

Der Trend geht ganz klar in die Richtung, dass sich moglichst alle Anwendungen in einem
Gerdt vereinen lassen. Deshalb sollten auch mit Natels, die Prepaid abgerechnet werden,
moglichst alle Dienste bezogen werden kénnen.

Beispiele mobiler Datendienste

Einige von den nachfolgend genannten Datendiensten werden bereits heute angeboten, wie
zum Beispiel SM S verschicken oder Klingelténe herunterladen. Andere sind erst fir die
Zukunft gedacht, wie etwa Video-SM S verschicken oder Filme herunterladen. Diese Art von
Diensten wird grossteils von Jugendlichen genutzt, die ihr Geld nur fir Fun ausgeben wollen.

Esist sehr wichtig, dass all diese Dienste auch Prepaid genutzt werden konnen, da schon ein
grosser Anteil der potentiellen Kunden Prepaid kommuniziert.

Diese Dienste sollen zudem einfach angefordert und bezahlt werden kdnnen, da sonst der
Durchschnittsbenutzer davor zuriickschreckt.

Mobile Entertainment:

Games
Musicdownload
Kingeltone
Fotoversand
Filme
Video-SMS

Maobile M essaging:

SMS
Chat
Date service
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,Freund in Nahe'-Anzeige

Onlineshops, Ticketverkauf, Informationen:

Die ldee hier ist, dass das Prepaid-Konto als algemeines Zahlungsmittel akzeptiert wiirde.
Anstelle der Kreditkartennummer kdnnte man die Prepaid-K ontonummer angeben und der
entsprechende Betrag wiirde da direkt abgebucht werden. Die Umsetzung davon liegt jedoch
noch in ferner Zukunft. Was schon heute existiert, sind Snack- , CD/DVD- oder Cola-
Automaten, von denen Ware bezogen werden kann, die dem Prepaid-K onto belastet werden.
Dazu missen aber Vertrége mit den einzelnen Anbietern von Ware bestehen, damit sauber
abgerechnet werden kann.

Ortsabhangige Dienste:

Auch diese Art von Diensten ist noch Zukunftsmusik. Ortsabhangige Dienste werden
angeboten, wenn ein Kunde in eine neue Roamingzone eintritt. Es gibt lokale Dienste wie
z.B. Ortspléne anzeigen oder lokale Werbung fir z.B fur Restaurants, Tankstellen, etc. [9].
Hier muss man zwischen push- und pull-Diensten unterschieden werden:

- Push-Dienste sind digenigen, die dem Kunden unaufgefordert zugesandt werden. Im
heutigen , Spam-Zeitalter’ muss man hiermit aber vorsichtig sein, dadie meisten Leute
durch solche Dienste bloss genervt werden und der Werbeeffekt verloren geht.

- Pull-Dienste hingegen miissen ausdrticklich angefordert werden und sind eher die
Zukunft solcher ortsabhéngiger Dienste.

Businessldsungen:

Mobile Datendienste bestehen nicht nur aus Infotai nment-Angeboten, sondern sie werden oft
auch im geschéftlichen Umfeld genutzt. Dank dem Mobility-Trend wird es fur
Unternehmungen immer wichtiger, dass Daten und Informationen da verfligbar sind, wo sie
gebraucht werden. Mit dem Zusammenwachsen von Computer, Kommunikation und
Netzwerktechnol ogie werden die Unternehmungen vernetzter und flexibler. Speziell
Aussendienstmitarbeitern ist es nun moglich, sich immer und Uberall in die aktuellen
Unternehmensabldufe einzubinden. Per GPRS-Technik sind sie standig mit dem Firmenserver
verbunden. Was jedoch gegen die Prepaid-Finanzierung spricht, ist die allgemein
firmendbliche Tendenz, offene Rechnungen méglichst spét zu begleichen um die
Zinseinnahmen und den Cash Flow hoch zu halten. Zudem waére die Buchhaltung erschwert,
da man statt zusammengestellter Rechnungen fur ale denkbaren Nachladearten Belege
beibringen muss.

Prepaid-Verrechnung mobiler Datendienste

Die Verrechnung von Daten ist fir Prepaid schwieriger zu realisieren als fur Postpaid, davor
jedem Dienst gepruft werden muss, ob noch gentigend Geld auf dem Prepaid-K onto
gespeichert ist. Danach muss der voraussichtlich abzubuchende Betrag reserviert werden,
damit nicht ein anderer Dienst das Konto leert. Erst nach dem Bezug des Dienstes wird er
endgultig verrechnet.

Datendienste mussen parallel genutzt werden kdnnen, was eine gleichzeitige, aber
unabhangige Reservation und Abbuchung voraussetzt. Dazu ist auch die Moglichkeit der
Echtzeitabrechnung nétig, damit nicht Betrage vom Konto abgezogen werden kénnen, die
schon durch einen anderen Dienst verbraucht worden sind, jedoch noch nicht abgezogen
wurden.
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GPRSist die Abrechnungsmethode fir Datendienste, da vollig zeitunabhangig nur nach
Datenvolumen abgerechnet wird.

| P-M ediationssysteme sammeln Informationen Uber die parallele IP-Nutzung aus
unterschiedlichen Quellen und korrelieren sie miteinander, bevor sie die Informationen an
eine Ubergeordnete Abrechnungsinstanz schicken. Somit kann die Parallelitét der
Datendienste fehlerfrei abgerechnet werden. Das Problem der Mediationssysteme sind die
mangelnden Standards. Fur Prepaid bestehen jedoch noch keine solchen M ediationssysteme

9.

Konver gente Systeme nutzen auch der Vereinfachung der Abrechnung. Sie fihren die
Prepaid- und die Postpaid-V errechnung in einem System durch, da die Verwaltung von einem
System billiger kommt al's digjenige von zweien. Der Postpaid-Fall wird dann als stark
vereinfachter Prepaid-Fall angesehen, fir den nur eine Abrechnung pro Monat erfolgt. In
einem solchen System besteht eine gemeinsame Datenbank und ein gemeinsames

M ediationssystem, sowie auch gleiche Dienste und Tarife, wodurch einfacher abgerechnet
werden kann. Auch kann man ein einheitliches System flexibler den Kundenbedurfnissen
anpassen.

Das Problem dieser Konvergenten Systemeist der Preis, den ein Anbieter bezahlen muisste,
wenn er das System vollstéandig erneuern mochte. Sie fligen lieber ein benttigtes neues
Element zum bestehenden System, da sie auch ihrem altbewdahrten System mehr trauen und es
billiger ist, es nur zu erganzen [7].

4. Fazit

- Vonden vier Prepaid-Ansétzen ist der Service Node Ansatz die einfachste Lésung,
doch sieist nur begrenzt erweiterbar.

- Der Hot Billing Ansatz ist problematisch, da nicht in Echtzeit abgerechnet wird.

- Der Handset Based Ansatz ist am anfélligsten auf Betrug, da der Kontostand in der
MS gespeichert ist, dafr ist er sehr kostenglnstig. Diesist die einzige, heute
umgesetzte L osung.

- Der Intelligent Network Ansatz ist die neuste, teuerste, aber sicherste Lésung.

Prepaid as Bezahlungsart fir content:

Heute wird diese Bezahlungsart nur vereinzelt angewandt, denn sie benttigt eine vertragliche
Regelung mit jedem einzelnen Content-Anbieter. Die Abrechnung muss noch von den
einzelnen Vertragen wegkommen, damit Prepaid als Zahlungsmittel je verbreitet werden
kann. In der Zukunft sollte Prepaid allgemein akzeptiert werden und womoglich die Funktion
der Kreditkarte ersetzen. Davon sind wir jedoch noch weit entfernt.
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1. Einleitung

P2P Netzwerke haben zum Ziel Ressourcen unter gleichberechtigten Peers zu teilen. Dies
konnen Dateien oder Speicherplatz, jedoch auch Rechenleistung sein. P2P Netze setzen
tiblicherweise auf bestehenden Netzen auf, vor allem auf dem Internet. Die dezentrale
Organisation von Peer-to-Peer Netzen macht diese gut skalierbar, das heisst, Zuginge und
Abginge sind jederzeit problemlos mdglich.

Beispiele bekannter P2P Netze sind:

Napster
Kazaa

Bit Torrent
Gnutella
Emule

Eine Studie [1] besagt, dass 70% der Peers im Gnutella Netzwerk selber keine Files anbieten
und dass 50% aller Anfragen von nur einem Prozent von Peers beantwortet werden. Viele
sogenannte Free riders belasten das Netz in dem sie Ressourcen konsumieren, jedoch selber
nichts Anbieten.

Dies ist ein altbekanntes Problem in der oekonomischen Theorie und wird das Allmend
Problem [2] genannt: Giiter, deren Nutzung jedem unentgeldlich freisteht, werden so stark
genutzt, dass fiir die Gemeinschaft ein Nachteil entsteht. Jeder versucht seinen individuellen
Nutzen zu maximieren, ohne dabei Riicksicht auf die dadurch entstehenden Nachteile fiir die
Gemeinschaft zu nehmen.

Das Allmendproblem wird idealerweise dadurch gelost, dass ,Kosten’ die ein Individuum der
Gemeinschaft verursacht, internalisiert werden. Das heisst, es wird versucht, die verursachten
Kosten zu messen und dem Individuum anzulasten.

Folglich geht es im P2P Accounting darum, Leistungen welche einzelne Peers erbringen, zu
messen und zu bewerten. Diese Accountinginformationen sollen dann vor Manipulation
geschiitzt gespeichert und verwendet werden. Ziel dabei ist es, denn Gesamtnutzen des P2P
Netzes fiir alle User zu steigern.

2. Arten von P2P Accounting

Die durch das Accounting gewonnenen Information konnen benutzt werden, um einem Peer
einen gewissen Ruf zuzuschreiben. In diesem Fall spricht man von Reputational Systems. Sie
konnen aber auch benutzt werden, um Marktmechanismen in den Tausch von Ressourcen
miteinzubringen. Das heisst, der Konsum wie auch die Erbringung von Leistung wird in einer
(meist virtuellen) Wihrung verrechnet. Bei diesem Ansatz spricht man von Commercial oder
Micropayment Systems.

Weiter lassen sich P2P Accounting Losungen in zentrale, lokale und verteilte Systeme
unterteilen. Von zentral spricht man, wenn die Accountinginformation auf einem Server
gespeichert wird. Dies ergibt vorallem bei der Skalierbarkeit eines P2P Netzes Probleme, da
die Leistung des Servers mit dem Netz wachsen muss, um die zusitzlich anfallenden Daten



bewiltigen zu konnen. Ein Ansatz welcher perfekt skalierbar ist, ist die Accountingdaten
lokal auf jedem Peer zu speichern. Beim lokalen Ansatz ergeben sich aber vor allem
sicherheitstechnische Probleme, da lokale Daten einem erhdhten Risiko der Manipulation
ausgesetzt sind. Bei verteilten Systemen wird die Accountinginformation mehrfach auf
anderen Peers gespeichert. Die Daten sind somit redundant und gegen Manipulation relativ
gut geschiitzt. Jedoch erhoht sich der Kommunikationsaufwand mit der Anzahl der beteiligten
Peers.

Desweitern lassen sich P2P Accountingsysteme nach dem Grad der Anonymitdt eines Peers
einteilen. Hier ist zu beachten, aus welchem Blickwinkel Anonymitét herrscht oder nicht. Ein
Peer kann gegeniiber anderen Peers vollstindig anonym sein, wihrend er beispielsweise
gegeniiber einer zentralen Accountinginstanz nicht anonym ist. Vollstdndig anonyme Systeme
sind im P2P Accounting sehr schwierig zu erreichen. Anonyme Micropayment Systeme sind
zwar denkbar, Sicherheitsmechanismen erfordern allerdings meist ein Aufzeichnen des
Zahlungsverkehrs um beispielsweise kopiertes Geld aufzufinden. Anonyme Reputational
Systems sind noch schwieriger vorstellbar, da ein Ruf automatisch mit einer Identitét
verbunden sein muss, da er sonst wertlos ist. Deshalb begniigen sich die meisten P2P
Accountinglosungen mit Pseudoanonymitit, das heisst, jeder Peer identifiziert sich mit einer
eindeutigen ID. Diese ID ldsst aber keine Schliisse auf die echte Identitidt des Peers zu.
Probleme in pseudoanonymen Systemen entstehen vor allem, wenn dieselbe Person mehrere
virtuelle Identititen annimmt (pseudospoofing) und sich dann selber gegenseitig bewertet.
P2P Accountingldsungen die die Identitét jedes Peers vollstindig offenlegen sind in der Regel
nicht realistisch, da aufwendige Verfahren notig sind um die Identitit eines Users zu
tiberpriifen. Zudem ist es aus der Sicht der Peers nicht wiinschenswert jegliche Anonymitit
aufzugeben.



3. Commercial Systems

Commercial Systems, auch Micropayment Systems genannt, sind der Versuch, das Freerider
Problem durch Marktmechanismen zu verhindern. Dies bedeutet, dass Ressourcen einen Wert
besitzen und dass der Konsum, bzw. das Anbieten dieser Ressoucen verrechnet wird.

Meist wird in Commercial Systems eine rein virtuelle Wihrung Dbenutzt.
Kopierschutzmechanismen wie bei materiellem Geld konnen auf digitales Geld nicht
tibertragen werden, deshalb miissen bei digitalem Geld andere Mechanismen implementiert
werden um Betrug zu verhindern. Charakteristisch fiir solche Systeme ist, dass nur sehr kleine
Betrige fliessen, diese aber dafiir bei jeder Transaktion. Deshalb muss bei solchen Systemen
eine geeignete Balance zwischen Sicherheit und Effizienz gefunden werden, da sehr hohe
Sicherheit die Transaktion zu stark verlangsamen wiirde.

Im Folgenden werden vier Ansitze der Kategorie Commercial Systems niher beschrieben.

3.1 KARMA: A Secure Economic Framework for Peer-to-Peer Resource
Sharing

Um Leistungserbringung, bzw. Leistungskonsum zu messen, kommt in diesem Framework
[3] eine digitale Wéahrung, genannt Karma, zum Einsatz. Es handelt sich hier um ein verteiltes
System: Die Accountinginformation eines Peers wird auf einer Gruppe anderer Peers
gespeichert. So eine Gruppe nennt sich Bankset eines Peers. Jeder Neuzugidnger im System
hat ein kryptografisches Ritsel zu 16sen. Dies garantiert, dass das Bankset eines Peers zufillig
ausgewihlt wird und das Neuzugédng nicht in hohen Raten stattfinden kdnnen.

Im Bankset eines Peers, und somit mehrfach verteilt und redundant gespeichert, ist der Karma
Betrag eines Peers, die durchgefiihrten Zahlungen die er in der aktuellen Epoche gemacht hat,
die Sequenznummer der zuletzt gemachten Transaktion, sowie die Nummer der aktuellen
Epoche.

Eine Spezialitit des Karma Ansatzes ist die Fahigkeit, Inflation und Deflation ausgleichen zu
konnen. Dazu wird am Ende einer Epoche der Betrag an Karma pro Peer im System ermittelt
und die Anderung gegeniiber der vorherigen Epoche ausgeglichen.



Nachfolgend ein Diagramm, welches einen Filetransfer und die dadurch entstehenden
Datenfliisse zwischen den Peers erldutern soll.

Bankset A Bankset B

2. Uberweist ein Karma

3. Bestatigung

A

gwliey| uie
d ssiemiaqq °|
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6. verschlusselte Datei
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7. Beleg
8.Schlussel
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Abbildung 1: Ein Filetransfer im Karma System

Zuerst ordnet Peer A sein Bankset A an, dem Bankset B ein Karma zu iiberweisen. Bankset A
reduziert das Karmakonto von A um eins, Bankset B erhoht das Karmakonto von B um eins.
Dies wird dem Bankset von A bestitigt. Dann wird B von seinem Bankset iiber das eintreffen
des Karmas informiert. Dies wird von B in Schritt fiinf iiberpriift. Nun wird die verschliisselte
Datei von B zu A iibertragen. Sobald dies geschehen ist, sendet A einen Beleg, welcher die
korrekte Ubertragung von B nach A bestitigt. Zum Schluss sendet B dann den Schliissel um
die Datei zu entschliisseln.

Karma ermdglicht zuverldssige Transaktionen zwischen rationalen Peers, kann jedoch nicht
verhindern, dass ein irrationaler Peer (zum Schaden des andern, nicht zum eigenen Nutzen)
die Transaktion abbricht.



3.2 Bucking Free-Riders: Distributed Accounting and Settlement in Peer-to-
Peer Networks

Dieses Framework [4] beschreibt eine Architektur, die der von Karma sehr dhnlich ist. Auch
hier wird fiir jeden Peer mittels eines Hashalgoritmus eine Gruppe von anderen Peers
bestimmt, welche die Accountinginformation dieses Peers zu speichern. Neben dem
,unmedited Transfer’, welcher in etwa dem oben beschriebenen Transfer von Karma
entspricht, bietet dieses Framework aber auch die Moglichkeit von ,mediated Transfers’. Hier
wird ein Vermittler hinzugezogen, um das Risiko von Attacken irrational handelnder Peers zu
minimieren. Dieser Vermittler wird aus den anderen Peers die im Netz online sind zufillig
ausgewahlt.

Nachfolgend ein Diagramm einer vermittelten Transaktion:

Bankset A Bankset B
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Kaufer A Verkaufer B

Verkaufer B identifizieren
Betrag reservieren
Bestatigung

Transaktion starten / Key M
{Datei}Key B / {Key B}Key M
Bestatigung / {Key B}Key M
Zahlung starten

Geld transferieren

. Zahlung bestatigen

O Schlissel Key B Ubertragen
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Abbildung 2: Ein Filetransfer im Freeriders System

Nachdem sich Kdufer und Verkdufer gefunden haben und ein Preis vereinbart ist, identifiziert
A B gegeniiber dem Vermittler M und seinen Accountants Bankset A. Dann beauftragt M das
Bankset von A den ausgemachten Betrag zu reservieren. Dies wird M vom Bankset A
bestdtigt. Danach gibt M dem Verkdufer B den Auftrag die Transaktion zu starten.
Gleichzeitig libermittelt M einen Schliissel an den Verkdufer B (hier Key M genannt). Der
Verkdufer verschliisselt zunichst das File mit einem eigenen Schliissel, Key B. Danach
verschliisselt er seinen Key B mit dem Key M, den er zuvor vom Mediator gekriegt hat. Dies
gibt dem Mediator spiter die Mdglichkeit, Key B zu entschliisseln. Sowohl die Datei, als auch
der verschliisselte Key B, werden nun an den Kéaufer A iibertragen. Ist die Datei
angekommen, bestitigt dies A dem Mediator und schickt ihm zusitzlich den verschliisselten
Key B. M gibt nun an die beiden beteiligten Banksets den Auftrag, die Zahlung
durchzufiihren. Nachdem dies geschehen und vom Bankset B bestitigt worden ist,
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entschliisselt M den Key B (dieser wurde ja mit seinem eigenen Key M verschliisselt). Dieser
Key B wird dann an A {ibertragen und erméglichen es diesem die erhaltene Datei zu
entschliisseln.

Wie man sieht ist hier das Risiko sehr klein, dass eine verschliisselte Datei zwar {ibertragen
wird, jedoch der Schliissel danach vom Verkdufer nicht geliefert wird. Denn hier wird am
Schluss der Transaktion der Schliissel nicht vom Verkédufer sondern vom Mediator geliefert.
Es ist jedoch nicht ganz auszuschliessen, das auch Mediatoren irrational handeln.

3.3 PPay: Micropayments for Peer-to-Peer Systems

PPay [5] unterscheidet sich grundsitzlich von den zuvor beschriebenen Ansédtzen. Die
Sicherheit, die dieses System bietet, liegt im Geld selber und nicht in der Tatsache, dass die
Accountinginformationen an einem sicheren Ort gespeichert sind. Jeder verwaltet hier sein
eigenes Geld. Normalerweise braucht es in solchen Systemen fiir jede Transaktion einen
vertrauenswiirdigen Broker, der die Korrektheit des Geldes iiberpriift. Bei PPay wird ein
Broker jedoch nur bendtigt, um einen neuen Account zu erdffnen (sicheres Geld kaufen),
bzw. einen Account zu schliessen. Zusétzlich kommt der Broker in Sonderfédllen zum Einsatz,
beispielsweise wenn ein benoétigter Peer offline ist. Dazu jedoch spiter noch mehr.

Wie schon gesagt, muss bei PPay sicheres Geld bei einem Broker gekauft werden. Folgendes
Diagramm beschreibt den Vorgang:

»
»

Coin = {UserID, Seriennummer}SecretKey_broker

Abbildung 3: Die Erstellung eines PPay Coins

Durch den Miteinbezug der UserID in einen Coin, ist das Geld bei PPay personlich. Zudem
kann durch die Seriennummer jeder Coin eindeutig identifiziert werden. Seriennummer und
UserID werden vom Broker mit einem geheimen Schliissel verschliisselt. Dadurch ist
sichergestellt, dass das Geld wirklich vom Broker ausgestellt wurde.



Wie nun ein Kdufer A seinen personlichen PPay Coin verwenden kann um etwas zu bezahlen
ist in folgender Abbildung dargestellt:

Kaufer A Verkaufer B

»
»

{B, sequenznummer, Coin}SecretKey_A

Abbildung 3: Bezahlen mit einem PPay Coin
Der Kdufer A nimmt seinen personlichen Coin und verschliisselt diesen zusammen mit dem
Namen von B und einer Sequenznummer. Die Sequenznummer kann bei neuen Coins (hier)
frei gewéhlt werden, bei schonmal gebrauchten Coins (siehe nédchstes Diagramm), muss die
neue Sequenznummer um eins hoher sein als die alte. Dieses Datenpaket wird nun an den
Verkéufer B verschickt.
Mochte nun B seinerseits etwas von C kaufen und mit dem eben erhaltenen Coin von A

bezahlen, muss A den Coin umschreiben. Sollte A zur Zeit nicht online sein, verwendet B
einen anderen Coin oder 1dsst den Coin vom Broker gegen eine geringe Gebiihr umschreiben.

Das Umschrieben eines Coins durch A wird im folgenden Diagram beschrieben:
Kaufer B

Verkaufer C
O

{C, sequenznummer+1, Coin}SecretKey_A

Abbildung 4: Umschreiben eines PPay Coins auf einen neuen Eigentiimer

Kéufer B schickt den Coin den er umschreiben lassen will an A zuriick. Dieser schreibt den
Coin um, indem er den Namen von B durch den von C ersetzt. Zusitzlich muss er die



Sequenznummer um eins erh6hen. Danach wird das Paket wieder verschliisselt und an beide
anderen Peers geschickt.

A ist zudem verpflichtet wihrend einer Periode Buch zu fiihren {iber alle Umschreibungen die
er gemacht hat. Ist so eine Periode zu Ende miissen alles Coins die im Umlauf sind erneuert
werden. Das heisst, die Coins werden an den Broker geschickt und gegen neue eingetauscht.
Fall jemand Coins kopiert hat und zweimal ausgegeben, wird dies nun bemerkt, da diese
Coins dieselbe Seriennummer haben.

Diese Gelderneuerung kann bei PPay auch durch den urspriinglichen Geldeigentiimer
gemacht werden, jedoch ist hier die Sicherheit des Systems nicht mehr gegeben. Ein
Eigentiimer wiirde zweifaches Ausgeben zwar bemerken, jedoch kann nicht davon
ausgegangen werden, dass er dies auch als Betrug meldet. Denn es wére moglich, dass er mit
dem Kopierer zusammenarbeitet.

Grundsitzlich kann in PPay Betrug zwar nicht verhindert werden, aber er wird am Ende einer
Periode entdeckt und kann mittels der gespeicherten Transaktionsdaten zuriickverfolgt
werden. Dies ist bei Micropayment Betridgen durchaus akzeptabel. Zudem sieht PPay vor,
Betrug echt monetir zu bestrafen, indem die Kreditkartennummer bei der Er6ffnung eines
neuen Accounts angegeben werden muss.

3.4 Token based Accounting

Ahnlich wie bei PPay wird in diesem Ansatz [6] eine sichere virtuelle Wihrung benutzt,
genannt Token. Auch hier sind Token eindeutig identifizierbar durch eine UserID und eine
Seriennummer. Es gibt aber im Gegensatz zu PPay keinen zentralen Broker der Token erstellt,
sondern sie werden von SuperPeer Gruppen erstellt. Ein SuperPeer ist ein Peer mit dem Status
besonderer Vertrauenswiirdigkeit.

Token werden hergestellt, indem sie von jedem Mitglied einer SuperPeer Gruppe signiert
werden. Danach konnen die Token als Zahlungsmittel verwendet werden. Da nur mit eigenen
Token bezahlt werden kann, miissen gesammelte Token beim SuperPeer gegen neue, eigene
Token getauscht werden.

Es gibt zwei Mogliche Transferprotokolle: Der Secure Approach deckt zweifaches Ausgeben
desselben Token schon vor der Transaktion auf. Dafiir muss aber eine Liste der giiltigen
Token eines Peer auf einem anderen Peer abgespeichert werden. Dieser muss dann benutzte
Token von seiner Liste steichen. Beim Scalable Approach kann zweifaches Ausgeben zwar
nicht verhindert werden, es wird aber bemerkt. SuperPeers verdffentlichen dazu Listen mit
Token, welche sie gegen neue Token eingetauscht haben. Jetzt kann entdeckt werden, wenn
derselbe Token zum zweiten mal eingetauscht wird.



Nachfolgend ein Diagram eines Filetransfers mit dem Secure Approach:

Peer A Peer B Peer C

Accountant von A
Fragt nach Service

Nennt einen Preis
Sended eine Tokenliste

v

A

v

Check
Bestatigung

Bestatigung

A

Sendet unsigniertes Token

v

Service

A

Sendet signiertes Token

v

Abbildung 5: Ein Filetransfer im Token based Accounting System

Wenn zwischen zwei Peers A und B ein Handel zustande gekommen ist, sendet Peer A Peer B
eine Liste mit Token welche er ausgeben mochte. Peer B ldsst diese Liste dann von Peer C,
welcher der Accountant von A ist, lberpriifen. Mochte A ein Token zum zweiten mal
ausgeben, ist dieses Token bereits von der Liste gestrichen und die Transaktion kann
abgebrochen werden. Sind die Token alle giiltig, wird dies Peer B von Peer C bestitigt. Peer
B bestitigt wiederum an A, welcher daraufhin ein unsigniertes Token an B sendet. Nach
Erhalt des Token beginnt die Filetransaktion. Sobald diese beendet ist, sendet A dasselbe
Token erneut an B, jetzt jedoch signiert und giiltig.

Im Token based Ansatz werden Preise fiir Ressoucen zwischen den Peers ausgehandelt. Dabei
stehen jedem Peer mehrere Preisbildungsstrategien zur Verfiigung. Es kann die lokale
Nachfrage, die globale Nachfrage, die Qualitdt einer Ressource oder die entstehenden
Transaktionskosten als Grundlage zur Preisbildung benutzt werden.
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4. Reputational Systems

Bei Reputational Systems werden vergangene Transaktionen bewertet und aufgrund dieser
Bewertungen wird jedem Teilnehmer im Peer-to-Peer Netzwerk ein Ruf zugeordnet. Somit
konnen unfaire Transaktionen nicht wie bei Micropayment Systems im vornherein verhindert
werden. Aber Peers die stindig zulasten anderer handeln werden mit der Zeit als solche
erkannt und Transaktionen mit ihnen vermieden.

Systeme, die auf einem Ruf basieren gibt es nicht nur in Peer-to-Peer Netzen, sondern
konnen auch zur Bewertung von anderen Transaktionen genutzt werden. Ein bekanntes
Beispiel hierfiir wire das Bewertungssystem der Ebay Auktionsplattform.

4.1 A Frequent-Sharer Program for Peer-to-Peer Systems

Das Frequent-Sharer Program [7] hat, wie schon der Name vermuten lisst, die Frequent Flyer
Programme von Airlines zum Vorbild. Die Teilname am Programm ist fiir jeden Peer
freiwillig, soll aber besonders gemeinniitzigen Peers Vorteile erbringen. Diese Vorteile
dussern sich konkret in hoheren Level of Service.

Fir Neueinsteiger und Nichtteilnehmer am Programm ist ein Standart Level of Service
vorgesehen. Daneben gibt es noch enhanced und premium Level of Service.

Der Punktestand eines jeden Teilnehmers ist lokal gespeichert, muss aber von einer zentralen
Einheit verschliisselt werden. Das Punkte System besteht aus zwei Hauptkomponenten, einer
Accounting Komponente und einer Award Komponente.

Die Accounting Komponente hat die Aufgabe, die Teilnahme eines Peers am Transfer von
Ressourcen zu messen. Diese Komponente beriicksichtigt verschiedene Faktoren wie die
verfiigbare Bandweite, die Popularitit eines angebotenen Files, die Grosse eines Files oder
wie lange ein Peer online ist. Aufgrund dieser Faktoren wird dann periodisch ein Punktewert
berechnet.

Dieser Punktewert wird dann von der Awardkomponente genutzt um den Level of Service
einer Transaktion des Peers zu bestimmen. Beispielsweise sollen Peers die den Premium
Status erreicht haben, vor Peers mit niederigem Status bedient werden.

Soll eine Transaktion zwischen einem Teilnehmer und einem Nichtteilnehmer des Programms
stattfinden, so werden dem Teilnehmer keine Punkte zugerechnet. Dies, weil bei
Nichtteilnehmern kein Overhead an Daten verursacht werden soll. Dies hat in der Praxis die
Auswirkung, dass Teilnehmer des Programms nur mit anderen Teilnehmern
zusammenarbeiten.
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4.2 EigenTrust: Reputation Management in P2P Networks

Der EigenTrust Algoritmus [8] baut auf der Idee des transitiven Vertrauen auf: Wenn Peer A
Peer B gut bewertet und Peer B Peer C gut bewertet, kann auch A der Bewertung von B
beziiglich C glauben schenken. Falls A jedoch keine guten Erfahrungen mit B gemacht hat, so
wird er auch den Bewertungen, welche B anderen Peers gegeben hat, kein Vertrauen
schenken.

Bei EigenTrust wird ein globaler Vertrauenswert eines Peers folgendermassen berechnet:
Globaler Wert = Summe (lokale Bewertung des Peers * globaler Vertrauenswert des
Bewertenden)

Der Wert wird nicht auf dem Peer selbst berechnet, sondern auf einer Gruppe von anderen
Peers. Welche Peers den Wert berechnen wird durch ein Hashtable Verfahren bestimmt.

Es stellt sich natiirlich bei allen Reputations Systemen die Frage, wie nun ein
Transaktionspartner ausgewdhlt werden soll: Wird ndmlich immer nur derjenige mit der
besten Reputation gewdhlt, ergeben sich zwei Probleme. Erstens ist der Peer iiberlastet und
zweitens haben neue Peers gar keine Moglichkeit sich einen guten Ruf aufzubauen. Aus
diesem Grund ist es besser die Partner im Verhéltnis zu ihren Rufwerten auszuwdhlen. Hat
beispielsweise Peer A den Ruf 5 und Peer B den Ruf 10, so wird B mit doppelter
Wabhrscheinlichkeit als Transaktionspartner ausgewahlt.

Selbst personliche Erfahrungen konnen miteingebracht werden, indem eine lokale Bewertung
(personlich) mit dem globalen Wert multipliziert wird und dann probabilistisch ausgewéhlt
wird.
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5. Vergleich der Ansitze

Ganz allgemein ist festzustellen, dass Sicherheit, Effizienz und Skalierbarkeit immer in einem
Zusammenhang stehen. Es gibt Tradeoffs zwischen diesen Eigenschaften. Es ist zum Beispiel
leicht nachvollzeihbar, dass ein sehr sicheres Protokoll wohl nicht ganz so effizient und
schlank daherkommt wie ein unsicheres. Somit miissen bei der Auswahl eines Ansatzes
Prioritdten beziiglich dieser Eigenschaften gesetzt werden.

5.1 Skalierbarkeit

P2P Netze sind im allgemeinem offen fiir jeden und damit sehr dynamisch. Zuginge und
Abginge miissen ohne weiteres moglich sein. Deshalb sollte eine Accountinglosung fiir ein
P2P Netz auch wachsen bzw. schrumpfen konnen und sich, idealerweise automatisch, der
Anzahl teilnehmender Peers anpassen. Im Folgenden ein Vergleich der beschriebenen
Ansitze:

KARMA, Bucking Freeriders, Token, EigenTrust

PPay

Frequent Sharers Program

Abbildung 6: Vergleich der Skalierbarkeit

Als sehr gut Skalierbar werden Karma, Bucking Freeriders, der Token basierte Ansatz und
das EigenTrust System erachtet. Diese Ansdtze kommen alle vollkommen ohne zentrale
Instanz aus. Die Funktionalitit, welche fiir das Accounting gebraucht wird, ist auf einzelnen
Peers, oder Gruppen von Peers vorhanden. Somit passt sich die Accountingkomponente
automatisch der Anzahl Peers im Netz an. PPay wird als mittelmissig skalierbar betrachtet, da
in PPay ein zentraler Broker bendtigt wird. Dieser wird aber im Gegensatz zum Frequent
Sharer Program nur beim ein- bzw. austreten aus dem System gebraucht (idealerweise). Beim
Frequent Sharer Program wird die zentrale Komponente jedesmal gebraucht, wenn der Ruf
eines Peers aufdatiert werden soll. Dies diirfte bei grossen Netzen ein ziemliches
Arbeitsvolumen ergeben.

13



5.2 Effizienz

Mit Effizienz ist gemeint, dass das Volumen der Daten, die flirs Accounting durch das P2P
Netz geschickt werden, moglichst klein sein sollte. Im P2P Netz sollen vorallem Nutzdaten
fliessen und nicht Accountingdaten. Das Volumen der Daten hingt einerseits vom
Accountingprotokoll selbst ab, jedoch vorallem auch von der Anzahl der Peers, die in eine
Transaktion involviert sind:

PPay

Frequent Sharers Program, Token, Eigentrust

KARMA, Bucking Freeriders

Abbildung 7: Vergleich der Effizienz

Bei der Effizienz haben vor allem Systeme die auf verteiltem Accounting basieren einen
Nachteil: Bei jeder Transaktion miissen die Konten auf diversen Peers aufdatiert werden und
es fliessen viele Nachrichten hin und her. Dies ist bei Karma und Bucking Freeriders der Fall.
Auch bei EigenTrust und dem Token basierten Ansatz werden gewisse Funktionalititen von
Gruppen iibernommen, jedoch werden diese nicht bei jeder Transaktion bendétigt. Das
Frequent Sharer Program wird hier nur als mittelméssig effizient eingestuft, weil es jedesmal
wenn ein Ruf aufdatiert wird mit der zentralen Komponente kommunizieren muss. PPay ist
hier der Gewinner, da bei jeder Transaktion nur zwei oder drei Peers involviert sind und sich
die Anzahl der ausgetauschten Nachrichten in Grenzen hélt.

Zur Effizienz ist noch zu sagen, dass die theoretische Betrachtung unbedingt mit einer
empirischen Messung bestétigt werden muss, da es sich nur in der Praxis zeigen wird, wie
effizient ein System wirklich ist.

5.3 Sicherheit

Bei der Sicherheit gilt dasselbe wie bei der Effizienz: Wie sicher ein System in der Praxis ist
wird sich zeigen, denn die meisten Sicherheitslecks werden von Peers aufgedeckt und nicht
von den Entwicklern des Systems. Zudem lésst sich Sicherheit von Commercial Systems nur
bedingt mit Sicherheit von Reputational Systems vergleichen. Bei beiden Systemen soll
natlirlich die Accountinginformation vor Manipulation geschiitzt werden. Doch wéhrend bei
Commercial Systems eine klar definierte Wahrung als Massstab dient, beinhaltet ein Ruf
immer einige subjektive Faktoren. Beispielsweise die Qualitit eines ausgetauschten Files.
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Zudem treten bei Reputational Systems Probleme auf die es bei Micropayment Systemen
nicht gibt, beispielsweise das schon erwédhnte pseudospoofing.

KARMA, Bucking Freeriders, Token,
Eigentrust

PPay, Frequent Sharers Program

Abbildung 8: Vergleich der Sicherheit

Grundsitzlich l4sst sich aber sagen, dass verteiltes Accounting gegeniiber lokalem
Accounting ein Vorteil besitzt: Beim verteilten Accounting ist die Accountinginformation
mehrfach redundant gespeichert und somit gegeniiber Attacken gut geschiitzt. Deshalb
wurden hier Systeme die verteilt sind als Sicherer eingestuft als lokale. Bei PPay wird
vorallem die Gelderneuerung beim Geldeigentiimer (also nicht beim Broker) als unsicher
eingestuft.

6. Zusammenfassung

In diesem Bericht wurde gezeigt, warum Accounting in Peer-to-Peer Netzen notig ist und wie
sich exisierende Accounting Ansitze kategorisieren lassen. Es wurden dann verschiedene
Ansitze aus den Bereichen Commercial Systems und Reputational Systems zusammengefasst
und anschliessend beziiglich Skalierbarkeit, Effizienz und Sicherheit miteinander verglichen.

7. Quellenangaben:

[1] Eytan Adar and Bernardo A. Huberman, Free riding on Gnutella, Tech. Rep., Xerox
PARC, 2000.

[2] Garrett Hardin (1968), The Tragedy of the Commons, Science 162, pp. 1243-1248.
[3] Vivek Vishnumurthy, Sangeeth Chandrakumar and Emin Giin Sirer
KARMA : A Secure Economic Framework for

Peer-to-Peer Resource Sharing, Workshop on Economics of Peer-to-Peer Systems, Berkeley,
CA, June 5-6, 2003

15



[4] Abhishek Agrawal, Douglas J. Brown, Aditya Ojha, Stefan Savage, Bucking Free-Riders:
Distributed Accounting and Settlement in Peer-to-Peer Networks, Technical Report, CS2003-
0751, UCSD, June 24, 2003

[5] Beverly Yang, Hector Garcia-Molina, PPay: Micropayments for Peer-to-Peer Systems, In
Proceedings of the 10™ ACM Conference on Computer and Communications Security (CCS),
Washington D.C., October 2003.

[6] David Hausheer , Nicolas C. Liebau, Andreas Mauthe, Ralf Steinmetz, Burkhard Stiller,
Token-based Accounting and Distributed Pricing to Introduce Market Mechanisms in a Peer-
to-Peer File Sharing Scenario; In Proceedings 3™ IEEE International Conference on Peer-to-
Peer Computing, Linkdping, Sweden, September 1-3, 2003.

[7] Minaxi Gupta, Paul Judge, Mostafa Ammar, “A Frequent-Sharer Program for Peer-to-Peer
Systems”, College of Computing, Georgia Institute of Technology

[8] Sepandar D. Kamvar, Mario T. Schlosser, Hector Garcia-Molina, ,,The EigenTrust
Algorithm for Reputation Management in P2P Networks®, Stanford University

16



Analysis of Reputation Mechanisms in Peer-to-Peer Systems

Seminar: Internet Economics, December 18, 2003

Marcel Rieser - D-INFK
mrieser@student.ethz.ch
ETH Ziirich

1. INTRODUCTION

Peer-to-Peer (P2P) systems have got a lot of attention in the last few years, as they offer
a lot of advantages over traditional client-server structures. Some key limitations of
centralized systems are:

e limited scalability, because servers are often behind a chain of bottlenecks

* more vulnerable on the centralized point of service

e relies on a single, but ultimate trust in the centralized authority

P2P networks can avoid some of the above points due to their distributed nature:

e with a good protocol, P2P systems can offer a much better, if not unlimited,
scalability

e attacking a single peer doesn’t bring down the whole network

Looking at fields, where P2P systems (e.g. KaZaa [9], Gnutella [6], BitTorrent [1]) are
used nowadays, their dominance in non-commercial applications is striking. This
situation can be explained with limitations that are new to P2P networks:

e missing knowledge of authority

* no easy solution for accounting

¢ general loss in security

Considering these limitations it is obvious that some sort of reputation management is
needed for the commercial use of P2P systems: Without recognizable authority, no-
body will be willing to pay for some files as long as you cannot be sure you really get
the file you wanted - if you get any files at all. And how can the owner of a file know
whether a peer has sold some copies of his file or not, but did not hand him the
income? For all these reasons reputation management is a must in a commercially used
P2P network.

A Reputation Management System (RMS) has to fulfill the following points:

e ensure reliability of peers: without reliability, most users won’t hand money over
to an unknown.

e prevent collusion: a well-designed RMS should prevent the building of malicious
collectives of peers which try to subvert the system together.

* preserve anonymity: peers should still not be known personally. Therefore identifi-
cation based on IP-address should be avoided (especially as IP-addresses can
change between sessions).

e preserve scalability: the exchange of reputation information should be kept at a
minimum.

* work with loose network structures: peers join and leave networks — any algorithm
based on the assumption of a dense network will fail with the utmost probability.

At last, the RMS should help reducing the number of inauthentic downloads.

The probably most-known example of a reputation management system is eBay [4].

Google’s [7] page-rank algorithm is likely to include some sort of reputation manage-



ment, too, to prohibit webrings pushing themselves or a featured site to the top of the
results.

On eBay, users directly trade with other users (“peers”). After each transaction, they
have the possibility to rate the last transaction. Other users can then consult the ratings
of a peer before doing transactions with it.

But, eBay and its users still rely on a centralized platform: all transaction data is stored
at eBay. If the servers from eBay get attacked or fail, the whole network, and thus all
trading on eBay, will fail as well.

2. THE EIGENTRUST ALGORITHM

Sepandar D. Kamvar, Mario T. Schlosser and Hector Garcia-Molina, all from Stanford
University, worked out an algorithm [5] that works similar to the rating-system used
on eBay. The biggest difference is that their algorithm does not rely on a centralized
server, but each peer helps to manage the scores of other peers distributed in the net-
work. They describe their algorithm as “an algorithm to decrease the number of
inauthentic downloads”.

The so-called EigenTrust algorithm computes for each peer a global trust value. The
higher the trust value, the trustworthier a peer is. This global trust value is based on
the history of a peer’s uploads and it is computed distributedly in a secure manner.
Users can then decide whether to trust a peer or not, looking at its global trust value
and comparing it to others.

2.1  Calculating Local Trust Values

Every peer rates at the end of a download whether the received file was the one he was
looking for or not. Each successful transfer will be counted as +1, each inauthentic
download as -1. Every peer gets for each other peer it downloaded files from a single
value, the local trust value. A negative value means it received more bad files than
good ones from a peer. This can be interpreted as not having much trust into that peer.
But how should one decide whether a peer is trustworthy if you have never
downloaded anything from it yet? In that case, you do not have any local trust value to
compare with other peers. But a peer can ask his acquaintances how they judge the
reputation of the peer one is interested in. When receiving the local trust values from
them, how can they be compared? Many new questions arise: Are high trust values
always better than lower ones? What if a peer returns a low trust value just because it
did not (yet) download many files from the other peer? This point shows that until
now the local trust values cannot be compared in a useful way. To be able to compare
them we need to normalize the local trust values.

2.2 Normalizing Local Trust Values

Kamvar, Schlosser and Garcia-Molina propose in [5] the following formula to
normalize local trust values:

max(s;, 0)

K Ejmax(sl.]., 0) o

c; is the normalized trust peer i has in peer j based on downloads from j by i. Note that
only positive local trust values are taken into account — negative ones will be replaced
by 0.

This formula ensures that all trust values are in the range from 0 to 1. Thus, the local
trust values can already be better compared than before, because they do not represent
an absolute, but a relative value.



This method will work as long as everybody returns his correct local trust values. But
what happens if a malicious peer i protects another malicious peer j by giving him a
high local trust value (in the normalized case the value 1), even if peer j always returns
inauthentic files? The protected peer j will be chosen more often than it deserves it. To
avoid such abuse, the concept of transitive trust is needed.

2.3 Transitive Trust

When asking people in real life about their opinion on something, we usually do not
make our own opinion on their answers alone. Rather we will take into account what
we already know about the respondent person. With peers it works the same way.
Every answer is weighted with the local trust the asking peer has into the responding
peer. This leads to the following formula:

ty = chij Cix (2)

Here, t; represents the trust that peer i will have in peer k after having asked his
acquaintances. The same formula can also be written in matrix notation, giving not
only the trust value for one peer, but for all other peers too:

t. =C'¢, (3)

The matrix C is defined as the matrix [c;]. This way we get all possible t; in the vector
i
By repeating the last multiplication, a peer takes the opinions from more and more
peers into account, until it has asked everyone in the whole network:

i,’i(n) — (CT)" C. (4)

1

7(n)
ti

If n is large, the trust vector will converge to the same vector f for every peer on

the network! In other words, ¢ is a global trust vector for the network. Additionally,
one can see that ¢ is the left principal eigenvector of C.

24 Pre-trusted Peers

Formula (4) still has some shortcomings in practical usage. For example what happens
if a peer only acts as a server, but is never downloading a file from other peers? Such a
peer has no local trust values stored, taking its values into account would result in
global trust values of zero for all peers!

To solve this problem, pre-trusted peers get defined in a network. The trust values for
pre-trusted peers can be stored in a vector p, which contains a distribution of trust
values over the pre-trusted peers. Peers that do not have any opinion or do not trust
anyone could use p as their local trust values.

There’s another point where pre-trusted peers help to build a stable network: If some
peers try to build a malicious collective by giving each other high local trust values
(and all other peers low local trust values), they could try to subvert the system and
gain high global trust values. Using the following formula to calculate global trust
values instead of equation 4 can reduce the possibility for this to happen:

t* =(1-a)C"t® +ap (5)

where a is some constant less than 1. Using the formula (5) above, it is not possible to
trust only the malicious friends in the collective — to a certain amount the pre-trusted
peers (which are not part of the collective!) will be trusted too. This ensures that good
peers can break out of a malicious collective when looking for files.



2.5  Distributed EigenTrust

Until now, we still assumed that each peers knows about all the others and about their
activities. In a peer-to-peer network, this assumption cannot be hold up any longer. In
order to compute the global trust values in a distributed manner, we can replace the
old assumption with the following ones:

e each peer stores its own global trust value

e the peers do not store the global trust values of other peers

* each peer can compute its own global trust value

Each peer performs the following computation:

(6)

To be able to compute it, the peer will have to query the other peers for their values ¢,
Because of limited interaction a peer has with other peers, many of the components in
(6) will be equal to zero which makes the computation perform better.

This will lead to the following algorithm, as proposed by Kamvar et al. [5]:

Definitions:
e Ai: set of peers which have downloaded files form peer i
* Bi: set of peers from which peer i has downloaded files

Algorithm:

Each peer i do {

Query all peers j € A, for t/ = p;;

repeat
Compute % = (1 - a)( e, ¥ + ct? + ... + ¢, t¥) + ap;
Send ¢;t*"" to all peers j € B;
Wait for all peers j € A; to return cj,»tj(k”) 5

until | t*V Pl <e;

}

Algorithm 1: Distributed EigenTrust Algorithm

2.6  Secure EigenTrust

Until now, each peer stores its own global trust value. As can be easily seen, this is not
very good in respect of security, because malicious peers can easily return false values.
The authors of the EigenTrust algorithm propose the following way to avoid improper
use:

e the trust value of a peer is not computed by the peer itself.

e the trust value of a peer is not stored by the peer itself.

e the trust value of a peer is computed by more than one peer.

While the first two points help to prevent that a malicious peer can fake its own trust
value, the last point ensures that a malicious peer cannot do any harm to a good peer
by returning a false value.

In their implementation Kamvar et al. [5] introduce the concept of score managers. Each
peer i gets some other peers assigned as score managers. The score managers compute
and store the global trust value for the peer i. If another peer j needs the trust value of
peer i, it queries the score managers of peer i for the value. If different values are
returned, a simple majority vote decides which trust value is to be used for further
calculations.

The score managers will be assigned using a distributed hash table. This ensures that
malicious peers cannot be the score managers of other malicious peers and thus build a
malicious collective. In [5], CAN [2] and Chord [3] are listed as examples of distributed
hash tables.




3. USING GLOBAL TRUST VALUES

What can the global trust values be used for? One can think of a lot of different uses for
them, as [8] shows. For further discussion I want to concentrate on just a few possible
cases.

3.1  Choosing the Download Source

When evaluating several download sources, users will most likely choose the peer with
the highest trust value. This leads to overstraining the peer’s bandwidth and resources,
as all peers will try to connect to the same, highly trustable peer. Additionally, new
peers will never be chosen and can thus never gain trust.

To overcome this shortcoming they propose to choose the download source correspon-
ding to the trust values of the sources: A peer with a high global trust is more likely to
be chosen than a peer with low global trust. This distributes the load in the network,
but it does not solve yet the problem that new peers will never be chosen.

To solve this, Kamvar et al. suggest in [5] a certain probability (they choose 10% in
their paper), with which a peer with a trust value of zero will be chosen. This allows
new peers to gain trust, even if it includes the probability that malicious peers will be
chosen as well.

3.2 Incentives to Share

Freeloaders (sometimes called Freeriders) are peers that only download files, but do
not share any files. In many P2P networks, freeloaders are not welcome because they
do not help to make the network survive over a long time. Peers that only download
files won't get any trust from others. This opens the possibility to offer peers with good
reputation higher bandwidths than peers with a bad reputation or peers with no trust
at all. The same way, peers with a high trust value can be served with a higher priority
than lower rated peers.

Such a favoritism is not only good for trusted peers, but for the whole network because
a peer with a high trust is likely to share the same file too after receiving it, and thus
balancing the load in the network.

4. ANALYSIS OF EFFICIENCY

While the authors of the EigenTrust algorithm praise their algorithm for efficiency, this
statement needs to be examined carefully. A look at the algorithm reveals, that each
and every peer sends several messages to all the peers it downloaded files from, resul-
ting in an efficiency of O(r-n) , where n is the number of peers in the network and r the
number of peers a peer has downloaded files from. While this won’t be a problem in a
loose network, the number of messages passed in dense networks increases almost in
O(n*). The EigenTrust algorithm may be better than other algorithms that reach the
same goal, but still it causes too much traffic.

5. CRITISISM

There are several drawbacks if the algorithm is used in its current form. First of all, bad
transfers do not get rated. This leads to the problem that malicious peers cannot be dis-
tinguished from new peers, because both will have a trust value of zero.

Second, the multiplication of the matrix is rather slow. While this will not be a problem
in small or loose networks, it will be one in larger and dense networks.

In its current version, data will be kept forever, making the network denser and denser,
slowing down the computation of global trust values.

In another point, peers can still lie about the success of downloads, thus giving good
peers a bad rating and vice versa. Like this, a malicious collective could designate one



peer to act as a good peer, always serving authentic files. This peer could assign high
trust to other, malicious peers, acting as an intermediary. Because other peers will trust
the intermediary, they are likely to trust the malicious peers too.
And as a last point, no definitive or absolute trust is calculated. The trust values can
only be used as guidelines, whom to trust more. But you cannot be absolutely sure a
peer will serve you the right file. This shortcoming is the most important with business
in mind: As long as people cannot be sure about who or how trustworthy their
counterpart is, they are not likely to pay for services.
Additionally to the mentioned shortcomings, there are some other points that need
first to be discussed and solved before a system using the EigenTrust algorithm can be
implemented:
* How to choose pre-trusted peers?
Kamvar et al propose in [5] that pre-trusted peers do not have to be known in the
network. Only the pre-trusted peers themselves have to know it and return the
corresponding value if queried for it. While this may look like a good solution, it
generates new problems as score managers cannot know if the supervised peers are
pre-trusted or not. New peers could announce themselves as pre-trusted, without
an easy possibility to spot the fraud
¢ EigenTrust cannot be used in protocols based on open standards.
Open Source Software makes the source code public. This allows malicious peers to
mutate the algorithm and build their own client applications. While such cheating
may be recognized by the distributed computation, it's not yet clear how robust a
network is if malicious peers use a modified version of the algorithm.

6. POSSIBLE IMPROVEMENTS

In this section I will suggest some variants on how the EigenTrust algorithm can be im-
proved, working around a few of the mentioned drawbacks. The proposals are based
on theoretical considerations and need to be tested in simulations first before used in
real protocols.

6.1 Rating of Bad Transfers

As I already mentioned, malicious peers cannot be distinguished from peers that joined
the network recently. The reason for this is that negative trust values are replaced with
zero when normalizing the trust vectors.

I propose the following way to normalize local trust values:

S - ?)

c,
! E; abs(s;)

Using the above formula will lead to some problems if the EigenTrust algorithm is not
adapted. Otherwise the multiplication of two negative numbers in (6) would lead to
unforeseeable results. To circumvent this problem I propose to exclude all terms in
equation 6 where we have a negative trust into a peer. This will result in a modified
EigenTrust algorithm, shown in algorithm 2.

Using the modified version of the algorithm, we will not use the opinions of peers we
do not trust. This means we lose information, but it is better to have no opinion than a
wrong opinion of a peer. This way, malicious peer still get another rating than new
peers.

A problem is that malicious peers could regularly join the network with a new identity,
gaining more trust than they deserve, at zero cost (“zero-cost identities”). To prevent
such misbehavior, Kamvar et al. simply propose in [5] to eliminate automated network
joining. While this may help for a short time, it will not so in the long term: Computers



get faster, optical recognition systems perform better and more reliable. At the end, a
hurdle to join the network would not help the network, but make joining P2P networks
an inconvenience.

Algorithm:
Each peerido {
Query all peers j € A for t = p;;
repeat
tmp = 0;
forj=1tondo {
if (c; > 0) then
tmp = tmp + c;t";
}
Compute +* = (1 - a)-tmp + ap,
if (c; > 0) then
Send ¢;t"" to all peers j € B;
Wait for all peers j € A; to return ¢;
until | t*P Pl <e;

}

(k+1),
t] V2

Algorithm 2: Modified Distributed EigenTrust Algorithm, using local trust values as calculated
in equation 7.

6.2  Purging Old Data

It is not clear when information about transfers should be deleted. Eliminating data
changes the view on the network, which makes it an important part in the algorithm. A
first idea may be to delete data after some amount of time. eBay [4] has chosen this
solution and deletes ratings 6 month after the transaction occurred.

Another possibility is to base the decision on when to delete old data on the number of
transfers. Both proposals have advantages and disadvantages depending whether a
peer is highly active or only online if looking for a file itself.

Further tests and simulations are needed to find a good balance on when to purge the
data.

6.3 Absolute Trust

If P2P networks should be used in business affairs, a peer must be able to have
absolute trust into another peer. Nobody is willing to pay for services or files as long as
one cannot know who the other peer really is or if he will really receive the file he paid
for.

This problem can be solved either on a per-file basis or on a per-peer basis. The main
point is that either the file or the peer has some sort of unique identification. For a file
this could be a hash value of the file, for a peer a signed certificate.

If peer i chooses to download a file from peer j, it could ask for the hash value of the
file and compare the value with values received from other peers (chosen according the
same rules as if they were used as download source). Based on the assumption that
files exists multiple times on different hosts in a P2P network, it is likely that peer i will
receive the same hash value from all queried peers. If the chosen peer j is a malicious
peer it is likely to return a wrong file, and thus a wrong hash value.

Comparing the hash values of the offered files could prove as an easy way to test the
integrity of a file before downloading, thus further decreasing the download of in-
authentic files. The possibility to download an inauthentic file (and thus maybe paying
for something not-working) is lowered because it is already difficult to build malicious
collectives, but it is even harder for a collective to get a good ranking for most of its




members. As long as there are still good peers with a high trust value, they can stop the
download of inauthentic files by the way of providing the correct hash value.

The above algorithm will work for every file, but it may be preferred to authenticate
peers per se, not only the files on it. This may be the desire when doing electronic busi-
ness on the internet, e.g. selling software for download. A software company could just
put up some peers in different areas in the world or a country to overcome the short-
comings of the client-server-solutions. Then the administrator could set up each of
these peers (now acting as file-servers) to use the same certificate. This certificate could
be a PGP-signed message or a certificate as it is already in use nowadays for SSL-
encrypted communication. A client-peer could again ask several other peers which
offer the same files for their certificates and compare it with the certificate of the chosen
peer to make sure the peer is trustworthy. The proposed method works because, in the
case of a company that is operating the servers, there is still one authority that admini-
strates the distributed peers. This authority is the only one in a P2P network that can
assure that the different, highly trusted peers all have the same certificate.

7. CONCLUSION

The discussed problems and drawbacks above show that the EigenTrust algorithm can
be useful for “traditional” P2P systems like file sharing of free, legal files, where it does
not matter if you download an inauthentic file from time to time. But the algorithm
does not yet help to bring P2P systems into the focus for commercial solutions, mainly
because the problem of (nearly-)absolute trust is still to be solved.
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1.1 Management Summary

Open source or free software has become very popular. Not only the professional journals are
writing about it but also the newspapers are full of discussions about Linux and other popular
open source software (OSS).

What is the future of OSS? Will it be disappearing as quickly as it has become popular or will
it get even more widely used and be a real danger for commercial software. The following
report discusses many points that will influence the open source movement. Many aspects
need to be considered, legal issues like licensing schemes and patents and the important issue
on how IT companies can make money from OSS. On the other side there are the companies
that actually use OSS. How can these companies evaluate OSS, is there a business case for
OSS at all?

Concluding one can say that the production and other services related to OSS are only
interesting for profit oriented firms (as the name indicates) if there is some profit after all.

So what is the future of OSS? There will always be room for OSS as this software is very
innovative and often features functionality that is not yet available for commercial products.
On the other hand many companies will still be using commercial software. As in true
competition not the business model should be the main decision factor but the richness of
functionality and the stability of the software.

1.2 The history of Open Source Software (OSS)

In order to be able to forecast the future of OSS one should first understand the history of this
movement.

At the beginning of the history of software programming all source code was open. The
community of programmers was very small and the code was given back and forth between
the peoples involved.

Later on, in the early 80’s, commercial software companies came up and hired many
programmers from the universities. These software companies developed proprietary code
and did not want to give this code away for free. That was the end of the “normal” open
source code. The commercialization began.

Richard Stallman a programmer from the Massachusetts Institute of Technology (MIT) was
upset because he was loosing many fellows to the industry. These former fellows signed non-
disclosure agreements with companies and were not allowed to share their code anymore.
Looking back Richard Stallman wrote in 1999 [16]:

"I was Taced with a choice. One: join the proprietary software
world, sign the nondisclosure agreements and promise not to help my
fellow hackers. Two: leave the computer field altogether. Or three,
look for a way that a programmer could do something for the good. 1
asked myself, was there a program or programs | could write, so as
to make a community possible again?"

According to Stallman, truly free software must allow every user the right to:
1. run the program, for any purpose
2. modify the program to suit the needs (therefore the source code must be freely
available)
3. redistribute copies
4. distribute modified versions of the program, so that the community can benefit from
the improvements
Stallman called his first project, in which he had developed his own operating system, GNU
(Gnu’s Not Unix). This project never evolved very far but there are other well-known derived
GNU projects, for example: gcc (the free compiler), gdb (the debugger) and also Emacs (a
famous text editor).
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In 1985 Stallman created the Free Software Foundation and to make sure that his code would
always remain free he created the GNU General Public License (GPL).

Of course GNU and the Free Software Foundation were not the only free software movement
at this time, but the most influential one.

Beside the powerful compiler and debugger (gcc/gdb) GNU was missing its own operating
system kernel. The GNU community started to develop its own kernel called HURD. But at
the same time (early 90’s) Linus Torvalds (University of Helsinki) wrote a Unix-kernel clone
called Linux, which he then used as a teaching tool. Linus submitted Linux to various
newsgroups and requested inputs and improvement ideas. Linux was distributed under the
GNU General Public License. Besides HURD (as an other option) Linux became THE
operating system in the world of free software and nowadays is the basis for many GNU
tools.

In the late 90’s the Internet came up and the use of browsers exploded formally. Microsoft
and Netscape struggled for the dominance in that market. Microsoft leveraged its monopoly in
the desktop operating system market to push forward its browser, the Internet Explorer.
Netscape was under strong pressure and decided to open up the source of its browser
software, which led to the Mozilla browser project.

There are many other great examples why Open Source Software (OSS) has become so
popular nowadays. And only few of them will be discussed in the next chapter.

It should also not be forgotten that maybe one of the most important drivers behind the OSS
movement today are commercial companies like IBM that try to leverage OSS to increase the
pressure and competition on Microsoft. Other companies try to use the OSS as a basis to sell
add-ons and services to that software. So after all also free software attracts money (see
chapter: 1.6).

1.3 The definition of the term OSS

The Open Source definition came out of the Open Software Initiative (OSI), or more
precisely: the "open source"” label itself came out of a strategy session held on February 3rd
1998 in Palo Alto, California. It was a reaction to the opening of the Netscape source code
(see above). On the OSI homepage [8] one can read:

“We realized that the Netscape announcement had created a precious
window of time within which we might finally be able to get the
corporate world to listen to what we have to teach about the
superiority of an open development process”.

A definition of the term OSS has been elaborated and is valid and accepted still today: it can
be found at [8].
The open source definition consists of 10 points that are listed below in a summarized form:
1. Free Redistribution must be given for OSS even if this specific software is only a part
of a compound software product
2. Source Code: every program must include the source code (or a link to a free
distribution source)
3. Derived works: an open source license must allow modifications and derived works
4. Integrity of the author's source code: an open source license may restrict source-code
from being distributed in modified form only if accompanying patches are allowed
No discrimination against persons or groups
6. No discrimination against fields of endeavor, for example it may not restrict the
program from being used in a particular business (e.g., from being used for genetic
research)
7. Distribution of license: the license will be distributed with a program, and must not
create a need for an other license

o
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8. License must not be specific to a product: if a program is distributed as part of a
particular software distribution, the license must not depend on that distribution.
9. License must not restrict other software: for example, the license must not insist that
all other programs distributed on the same medium must be open-source software
10. License must be technology-neutral
This definition is a list of things that today’s open source software licenses should include to
be OSS (according to OSI).

1.4 Success Stories/Examples

1.4.1 Apache HTTP server project: the famous web server

End of 1995 the apache projects released the first version of the apache web server, which in
the meantime has become the most spread web server in the entire Internet. A link on the
Apache website [9] states that more than 64% of the websites on the Internet use Apache. On
[10] one can see that it was even more by December 2003.

1.4.2 Linux: a (free) Unix system

At the beginning of the 90’s there were mainly two operating systems for personal computers
(PC) available: DOS and MacOS, both of them were closed source. But this was only the PC
side of the world, there were also the big mainframe systems at the universities and at some
companies. These big systems were operated by the Unix operating system. Unix was not free
at this time and teachers at universities were not able to show code examples from operating
systems to their students.

Tanenbaum, a Dutch professor, wanted to close this gap and started to develop a free
operating system from scratch: he called it MINIX. MINIX was not complete and also had
another handicap: it had to be licensed in order to be used.

Many students all over the world were taught the basics of operating systems with MINIX.
One of them was Linus Torvalds.

In August 1991: Linus wrote the following post to the MINIX newsgroup [11]:

“From: torvalds@klaava.Helsinki.FI (Linus Benedict Torvalds)
Newsgroups: comp.os.minix

Subject: What would you like to see most In minix?

Summary: small poll for my new operating system

Message-1D: <1991Aug25.205708.9541@klaava.-Helsinki .FI>

Date: 25 Aug 91 20:57:08 GMT

Organization: University of Helsinki

Hello everybody out there using minix -

I"m doing a (free) operating system (Just a hobby, won"t be big and
professional like gnu) for 386(486) AT clones. This has been brewing
since april, and is starting to get ready. 1°d like any feedback on
things people like/dislike in minix, as my 0S resembles it somewhat
(same physical layout of the file-system (due to practical reasons)
among other things).

I1"ve currently ported bash(1.08) and gcc(l1.40), and things seem to
work. This implies that 111 get something practical within a few
months, and 1°d like to know what features most people would want.
Any suggestions are welcome, but I won"t promise 111 implement them
-)

Linus (torvalds@kruuna.helsinki.fi)

PS. Yes - it"s free of any minix code, and it has a multi-threaded
fs. It is NOT protable (uses 386 task switching etc), and it
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probably never will support anything other than AT-harddisks, as
that"s all I have :-(.”

Of course Linux was not perfect but the fact that Linux was free led to the fast dispersion of
the source code and many developers and distributors around the world helped making it what
it is today: a very flexible and acknowledged Unix operating system.

What is most surprising is that Linux is also entering the high-end server market more and
more. IBM ported Linux to their mainframe systems and also AlX in the most recent version
is called: AIX 5L, the L means “Linux Affinity”.

The enterprise readiness of Linux will be discussed in chapter [1.7].

1.4.3 Mozilla: the free browser

When the Internet Explorer started to be tightly coupled with Windows, it seemed that
Netscape lost the browser battle. 1998 Netscape announced the release of the source code for
Netscape Communicator and created the Mozilla open source project. Today Netscape’s
browser is an AOL-customized version of the Mozilla browser.

In 2003 Mozilla won many awards whereas Microsoft’s IE seems to be quite buggy.
Anticipating the future and looking at the great success of Linux (and many Linux
distributions include Mozilla, besides the KDE-tools) it is not so clear that Microsoft will not
loose market share in the browser area.

1.4.4 Perl: the need for smart regular expression processing

Perl means Practical Extraction and Report Language. Version 1.0 of Perl was released in
1987.

Perl is an interpreted language for scanning text files and extracting information from these
files. Perl is widely spread und currently available in release 5.8.2.

1.4.5 Eclipse: the java IDE and more

In 1999 when IBM’s Visual Age started loosing market leadership for java IDEs (Integrated
Developer Environment) IBM’s subsidiary OTI started the development of Eclipse. Only 2
years later Version 1.0 was ready (featuring considerable stability). To the surprise of all:
IBM donated the Eclipse code to the Open Source Community. The Eclipse architecture is a
component or plug-in architecture. Even plug-ins for C++ are being developed and many are
still to come.

Today many SME’s (Small and Medium Enterprises) and large companies appreciate the
comfort of the free IDE.

1.4.6 OpenSSL: security in an open world

E-Commerce’s security today is based on SSL. OpenSSL is the open source implementation
of this protocol.

OpenSSL is a great success and widely used. This might not be so obvious to many people
because SSL works in the background of interactive applications.

1.4.7 GNU

GNU was founded by Richard Stallmann. The GNU compiler gcc is the basis for all programs
that have been developed for Linux. Gcec is available on many Unix systems and even for
Windows. Due to its portability and availability on many platforms gcc makes porting
software a lot easier.
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1.5 Property rights and licensing

United State (root of the open source movement) law provides developers with three means of
protecting themselves against unauthorized copying and/or use of their programs: trade secret,
patents and copyright. Especially the copyright is important for OSS. Contrary to the opinion
of many people the OSS movement heavily depends on it. But the copyright does not protect
the sources from being published and modified, it only protects the sources and its
modifications from becoming closed-source.

One form of legally enforcing copyright are licensing schemes. Developers own the copyright
on the code and then license it to whomever using the software according to the licensing
scheme.

1.5.1 Licensing schemes

Although OSS can be obtained by anybody, there are certain rules that have to be complied
with, i.e. licensing schemes. These licensing schemes control the use and distribution of the
code. Often open source licensing schemes have the following two goals in common:

o Ensure that source code remains open (copy-left: see below)

e Ensure that changes to the source code remain within the community
As already discussed in chapter [1.3] the definition of the term OSS includes some basic
principles and goals that are formalized by the means of licensing schemes. Some of these
licensing schemes are quite popular:

e GPL: the GNU General Public License. Licensing scheme of the Free Software
Foundation. It is known as a strong safeguard for the privatization of collective
efforts. The GPL is a copy-left licensing scheme.

e LGPL is also provided by GNU and means “Less than” GPL. LGPL is mainly
used for the licensing of libraries. One is allowed to use open source libraries
under the LGPL in a commercial product without the restriction that the
product (except the LGPL-library itself) must be open source.

e Mozilla Public Licenses: when Netscape published the source code of its
browser it also created a new licensing scheme. This scheme is a copy-left
scheme.

o Berkeley Software Distribution (BSD) license: The BSD license was originally
utilized as an Open Source licensing scheme for a variant of BSD UNIX called
FreeBSD and developed at the University of California at Berkley. The scheme
Is non-copy-left.

Of course there are many others and every firm might create a new licensing scheme when
initiating a new open source software project.

The copy-left aspect is very important to these licensing schemes: it protects openness of the
sources forever. If one uses parts of a GPL licensed source and develops its own product then
this software will by definition also be licensed under the GPL. Some firms even feared that
the pure interaction (like communicating over a network) between their proprietary code and
GPL-code would make their proprietary code open source, which is not correct. The open
source definition (see chapter 1.3) states that a license must not contaminate other software,
but there still is the fact that when incorporating open source code (running under the GPL)
into closed source code this code becomes open source, too. GNU offers a solution to this
“viral problem”: LGPL. With LGPL a company can use an open source library with its
programs without affecting any proprietary licensing schemes. Besides the GPL also the
Mozilla Public License (and probably many others, not so famous ones) is a copy-left
licensing scheme. GPL and the Mozilla Public License (MPL) are quite similar. But GPL is
known as “strong copy-left” whereas the MPL allows code under the MPL to be combined
with non-MPL (and maybe closed) code in the same program. The MPL was written to
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require people to keep MPL code open source and to allow combinations with closed source
code, too (as Netscape does it with its Netscape browser).

There also exist open source licensing schemes that are non-copy-left. BSD is one of them.
Being non-copy-left basically means that anybody can do anything with the code. It allows to
redistribute derivative works under any licensing scheme and to mix code from the BSD with
own proprietary code. An example: Microsoft uses an adapted version of the TCP/IP stack of
BSD in various Windows versions but without releasing the changes made.

At least the BSD- licensing scheme says that every original source must contain the copyright
notice of the author and in this way protects the integrity of the author’s source code.

In almost every open source licensing scheme one can find a part on warranty. In order to
exploit the big advantage of open source, i.e. the involvement and commitment of many
highly skilled developers, the license excludes any responsibility for any damage caused by
the usage of the OSS. If this would not be the case many developers would think twice before
starting to develop OSS.

If an enterprise wants to release its proprietary code and distribute it under some open source
licensing scheme. Which scheme should it be using?

According to [2] the largest open source repository Sourceforge witnesses the leading role of
the GPL. According to [13] fully 72% of the nearly 40,000 Open Source projects hosted at
Sourceforge on May 2002 are “GPLed”.

The most important reason for this is the copy-left property of the GPL licensing scheme.

In [2] it is stated that many firms choose GPL because “It allows to keep the code open and
forbids competitors to turn it into proprietary...”

In many cases copy-left licenses result in increased acceptance from the open source
developer side because they do not have to be afraid of loosing control over their code.

A famous example that backups this hypothesis: In 1998 when Netscape published the code
of its browser it first chose a non-copy-left license (the Netscape Public License) which led to
only few contributions from the open source community. This totally changed after Netscape
decided to add a copy-left license, the Mozilla Public License.

1.5.2 Software patents

There is an ongoing discussion in the EU parliament whether Europe needs Software patents,
like they exist in the USA, or not. Actually such software patents exist but are often ignored
by the national courts.

Arlene McCarthy, member of the European Parliament and rapporteur of the Legal Affairs
Commission (JURI) on the Software Patentability Directive Proposal explains her point of
view: [14]

1. “Software patents, as granted by the European Patent Office
(EPO) at present, are needed for various reasons, e.g.
protecting Europe against competition from Asia, allowing
European SMEs to compete in the US, etc.”

2. “The EPO is granting software patents but not patents on non-
technical algorithms and business methods.”

3. “The current proposal is designed to ensure that the EPO"s
practice is followed throughout Europe in a uniform manner and
that a drift toward patenting of '"non-technical algorithms and
business methods™ i1s halted.”

Ms McCarthy strongly supports her opinion but on the other side there are many (especially
software programmers/experts) that argue for contrary positions. Linus Torvalds the creator of

Linux comments: [14] “The experiences from the USA demonstrate that
software patents don"t benefit anyone but perhaps the patent
lawyers. They will just weaken the market and increase spending on
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patents and litigation, at the expense of technological iInnovation
and research. We hope that the members of European Parliament see
these negative sides and don"t push the same chaos to the old
continent. *

Together with another well-known open source guru, Linus wrote an open letter to the
European Parliament in which they list additional arguments against “Software Patents”. One
of them being that many US software companies start moving software development to other
countries just to avoid risks related to software patenting.

The following example from 1990 [17] shows how patents can be preyed:

“Last August, Refac International, Ltd., sued six major spreadsheet
publishers, including Lotus, Microsoft, and Ashton-Tate, claiming
they had infringed on U.S. Patent No. 4,398,249. The patent deals
with a technique called "natural order recalc,” a common feature of
spreadsheet programs that allows a change in one calculation to
reverberate throughout a document. Refac itself does not have a
spreadsheet program and is not even in the software industry. Its
business is acquiring, licensing, and litigating patents.”

In a survey conducted by researchers at Carnegie Mellon University [7], 82 percent of the
respondents said they patented product innovations to block competitors.

Especially for SMEs software patents will often result in higher costs for investigations and
payments to patent holders.

Also for Open Source Software patents can be a big problem because if there are any patents
on any parts of the code then the usage of the code for other reasons than scientific research
can be blocked by the patent holder.

On September 24™, the European Parliament voted against a strict Software Patenting law but
approved the proposed directive for limited software patentability, i.e. the parliament
emphasized the non-patentability of programming and business logic and the freedom of
publication and interoperability. Nevertheless the struggle will go on because this is not a
final decision pro or contra software patentability in the European Community.

1.6 Business models for IT-companies (or how to make
money with OSS)

This chapter describes how companies involved in the OSS development can make money.
Generally (not OSS specifically) there are 4 main generic software business models [3]:

1. Software projects: income from one-time project fees

2. Software publishing: income from license fees

3. Software subscription: income from service fees and application rents

4. Free Software: income from indirect services, bundling, branding etc.
The following text concentrates on the Free Software approach and how to make money in
spite of the term “free”.
Clearly one can say that the production and other services related to OSS are only interesting
for profit-oriented firms (as the name indicates) if there is some profit after all!
Basically when talking about profits coming from OSS one can speak about increasing
revenues and/or decreasing costs. The following very basic formula shows that: (d meaning
delta)
dProfit = dRevenues — dCosts
whereas (according to [4])
dCosts = dDevelopment + dLosses
dRevenues = dSales + dSupport + dRelatedSales
Explanation of the terms:
dDevelopment is the cost to develop a software component
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dLosses is (are) the losses experienced e.g., by putting the code under an open source
licensing scheme. This only accounts for non copy-left licenses where competitors can close
the source to their own advantage.

dSales are the revenues coming directly from the sales activities related to the developed
software.

dSupport are the revenues from support services.

dRelatedSales are for example increased hardware sales by opening up the appropriate
firmware.

In the following some open source strategies will be investigated in detail based on the above-
mentioned mechanics (i.e. increase profit by reducing cost and/or increasing revenues)

1.6.1 The Dual Licensing approach

Dual Licensing is a special approach used by companies to differentiate between open source
customers and commercial ones. On one hand the company providing the software wants to
benefit from the enthusiasm of open source developers and on the other hand it wants to earn
some money through licensing fees.
In order to follow this particular approach the company needs to be the owner of the software
because it needs to decide on the licensing scheme to be used.
Dual Licensing works as follows:

1. The company develops a program

2. It decides to make the source code available to the open source community but still

earn some money through commercial licenses

3. It will license the software as follows:

a. if the customer is 100% GPL then it licenses its software under the same
(GPL) (free) open source licensing scheme

b. in case the customer is a profit oriented company that wants to use the software
for commercial reasons then the licensing scheme will be one to yield licensing
income

An example for this strategy is MySQL AB, a company that has developed a well-known
database software.
On [15] it can be read:
“Our software is 100% GPL, and if your use of it is 100% GPL compliant, then you never
have to pay us for the licences”
All contributions from the open source community are checked and rewritten by the company
to not endanger the copyright ownership of the product.
Analysis of the approach based on the basic profit equation (dProfit = dRevenues — dCosts):

e dCosts: it seems that a company following the dual licensing approach is able to

reduce the following costs:

o dDevelopment: development (of new code) will most likely decrease because
of the contribution of the open source community. The company will then
rewrite the code and thus make it part of its product.

0 dLosses: there will not be additional losses from the publishing of the source
code as long as the code has been licensed using a copy-left licensing scheme
(e.g., GPL) because competitors will not be able to close the source code and
sell it under a new product name.

e dRevenues:

O dSales : sales of the product (e.g., MySQL) will most likely increase because
of the free marketing given through the opening and spreading of the source
code.

10/10



0 dSupport: here the increased support revenues are tightly linked to the
increasing sales (dSales) revenues and therefore not necessarily a factor of
their own.

o dRelatedSales : other products from the company will profit from the increased
brand awareness.

1.6.2 The customization/service approach

IT-SME’s specialized in an area where an OSS-project exists will most likely not be able to
profitably develop a competitive product to the OSS. Therefore these companies follow the
following approach:

1. Scan clientele for special requirements not fully covered by today’s OSS projects

2. Adapt the OSS to fit these special needs (important: let the customer pay for that)

3. Sell the solution and especially the expertise (e.g., maintenance services for the OSS)

to other customers

An example for this strategy is AdNovum Informatik AG, Switzerland. AdNovum Informatik
AG is customizing OSS to the needs of its customers. One example: AdNovum has developed
a pkcsll-standard extension to the OpenSSL project which allows its customers to access
smart cards and HSM’s (hardware security modules) over OpenSSL.
An analysis of the approach shows why it can be profitable: (again using the same equation,
but this time without the ‘d’ for delta because a new product will be discussed and not an
enhancement to an already existing product: Profit = Revenues - Costs):

e Costs:

0 Development: as mentioned above development cost will heavily decrease
compared to the costs of developing all on its own. But still the costs for
developing add-ons to the OSS will cost something and therefore must be
compensated through revenues (see below).

0 Losses: there might be “losses” (in terms of lost revenues) when not using
copy-left licenses, because the newly developed open source code (if any)
could be used by competitors for their own purpose.

e Revenues:

o0 Sales: when developing an add-on for a customer the development costs need
to be covered and of course a profit margin must be included.

0 Support: additional revenues through support and maintenance must not be
forgotten because these revenues can be quite big compared to the marginal
costs involved.

0 RelatedSales: related sales will be negligible in many cases.

Actually in many cases this approach might be profitable but, as stated above, the
development, which can also be building/assembly of a composite product for example a
Linux distribution, is not zero which further means that there need to be any revenues. In most
cases these revenues come from support services.

In some examples it is not so obvious where the revenues come from: a pure Linux distributor
like SUSE (at the beginning of SUSE) that assembles a distribution and distributes it for only
a negligible cost, e.g. the cost of the physical distribution, cannot be profitable as long as it
does not sell add-ons and/or experience (services) complementary to the main product. This is
absolutely clear, because the assembly of a package does cost something and this cost must be
compensated by some revenues.

At the moment it can be observed that many of the distributors are moving to new services
like Linux-consulting or are being bought by other companies, e.g., Novell bought SUSE.
Novell bought the experience from SUSE and is now enabled to sell Linux-consulting and
other value-added services and potentially customized Linux-products to its customers.
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1.6.3 The “standardization” approach

This approach is being presented with a famous example: Apple’s Darwin, the operating
system that runs underneath OS X, is derived from FreeBSD (biggest part), NetBSD and
Mach (microkernel from Carnegie Mellon University), all of which run under non-copy-left
licensing schemes.
Apple merged part of the sources from these projects and included proprietary changes and
improvements. Apple could have made all this a closed source project because of the non-
copy-left licenses but Apple decided to release the new code and feed as much as possible of
it back to the FreeBSD project.
Why this move? Analysis: (using ‘deltas’ (d) because the difference between opening up the
source and leaving it closed should be studied):

e dCosts:

o dDevelopment: in case Apple would have held the source private the source in
the OSS FreeBSD would be different as Apple’s changes are not included.
Two different “branches” of the same software would exist and when the
FreeBSD project evolves e.g., fixes to some security issues, Apple would need
to update its own branch constantly, which can be very expensive. Therefore it
makes much sense that Apple opened the source code and lets the OSS-project
automatically maintain the code.

o0 dLosses: as already mentioned, losses due to the opening of the source code
are small when copy-left licensing schemes are being used. In the particular
example Darwin is just one component of a complex product (Mac OS X). The
differentiating (and value-adding) part lies in the user interface and not in the
kernel of OS X and therefore a non-copy-left license is not a problem for
Apple (source is not of big value to competitors).

e dRevenues:

0 dSales: in the special case of Apple’s Darwin, sales will not increase just
because of the opening of the code. This is maybe not the case for other
products where a greater awareness (through the fast distribution over the OSS
community channels) might result in higher sales.

0 dSupport: not of great importance in this case

0 dRelatedSales: not of importance in Apple’s case but for example in case
where a software company can sell more (appropriate) hardware bundled with
the increased software sales through a greater awareness of the target
customers.

The Eclipse IDE, see chapter [1.4.5], is a similar example and also goes well under this
section.

1.6.4 Conclusion

Finally one can see that there are different strategies on how to make money with free
software. Of course there might be more than the ones discussed above but each strategy
depends on a particular firm and its environment e.g., what software it owns/develops, what is
the firm’s overall strategy, etc.

1.7 And the other side: the companies that actually use
0SS

The last chapter dealt with how some innovative companies make money with free software.
This chapter will analyze how the buyers of the software and services react to the OSS
movement.
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According to [5] 72% of the firms interviewed (North American companies at > 1billion$
sales) plan to use more OSS.

According to [6] more than 70% of the Swiss large firms are using OSS. Transposed to
classical license fees this is a software market of about 500 million Swiss Francs.

For a better understanding of these figures one should know why some companies use OSS
and why others do not use it, and in addition what kind of OSS they use.

1.7.1 Advantages/Disadvantages of using OSS

There must be any advantages that OSS does have over classical software otherwise nobody
would use it.

o
=

Independence from provider

Cost reduction B Degree of

Agreement
Security aspects

Availability of skills/resources

Ease of implementation

Figure 1: Advantages of OSS [6]
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Figure 2: What are the benefits of OSS [5]

In figure 1 one can see that independence of the software provider and cost reduction are the
most important reasons pro OSS. Figure 2 also shows the results from another survey [5].
Even though there are some differences in both survey results, one can see that also in figure
2 cost reduction and choice (which is related to independence from provider) are the most
often mentioned reasons for the usage of OSS.

Being asked in which areas the cost will be lowered, almost 70% of the IT managers [5] say
licensing fees. Other factors like maintenance, hardware costs and price pressure on
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commercial software were mentioned only by less than 30% (each factor) of the IT managers
[5]. Advantages mentioned besides cost and choice/independence e.g., quality and security
aspects, depend a lot on the specific OSS-product/project and the skills/resources available
within a company. The quality aspect will be discussed in the next chapter.

Before analyzing whether the advantages of using OSS outbalance the disadvantages, one
needs to look at the disadvantages in more detail:

0 10 20 30 40 50 60 70

No support available

W %of 55
responses
(Swiss
companies)

Liability of provider missing

Not enough skills

Specific risk profile (more hurdles)
Not secure enough

Not stable enough

Figure 3: Disadvantages of OSS [6]

Figure 3 shows that support and liability are mentioned most often. Also in [5] support is the
most often stated reason for not using OSS. In many cases companies are afraid of not having
an appointed contact person for a particular software and, as mentioned in chapter [1.5.1], the
fact that open source licensing schemes explicitly exclude warranty, sometimes results in lack
of liability.
In the opinion of the author this is going to change sooner or later because there will be some
companies (like IBM, HP and many SME’s) waiting for the exploration of support and
maintenance fees (see chapter [1.6.2]). It is just a matter of time, which the companies need to
build up the resources/skills.
It should also not be forgotten that behind many OSS-products there is a strong community
that can be consulted in case of problems (discussion forums, email, etc.).
The following example shows the weighting of advantages/disadvantage in practice: a major
European bank thinks whether it should use Linux as the prevailing Unix Enterprise operating
system. The following reasons are pro this strategy:
e Sun could have trouble in the future
e Migration to Linux *“easily” possible (Linux is similar to already productive Unix
systems)
e Some software will be available exclusively for Linux in the future
e Skills/resources available in the job market
e OSS: fixes will be available very quickly (in most cases)
There are also many factors against Linux:
e Predictable cost savings seem to be small in the overall context
o HW/SW investments are only a small part of the TCO (Total Cost of
Ownership)
0 Same labor cost
0 Need to incorporate migration costs
e Existing infrastructure fulfills business requirements
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e Unforeseeable development in the area of Linux distributors
e Linux cannot substitute existing platforms (at the moment)
o limited vertical scalability
o limited availability of middleware and system management tools
In the end the bank drew the conclusion that there is no strong reason for switching to Linux
as the prevailing Unix standard within the bank. Nevertheless it mentioned that the movement
and developments of Linux must be closely watched.
Conclusion of this chapter:

e In general cost and choice are the most important reasons pro OSS. When looking at
costs more closely it is not so clear that the TCO (Total Cost of Ownership) of OSS is
much lower because software licenses are only a small part of the TCO. The cost
advantage must be investigated in detail for each OSS project.

e Lack of support and liability are the most often stated reasons against OSS. This is
likely to change in the future when more and more firms have built up the resources
and skills to provide a support organization to the companies willing to use OSS. Of
course these services will cost fees and make it even more important to have a clear
business case for each OSS project.

All things considered it seems likely that there will be many OSS projects with a clear
positive business case, e.g. when a company can leverage existing OSS and already has the
skills/resources to maintain it. There will be other cases where it does not make much sense to
migrate to OSS, especially when costs are not much lower and the existing software does the
job well. In the future there will be both software models, open source and closed source, co-
existing. Maybe more closed source software companies will try to exploit some of the
advantages of OSS (see chapter [1.6]).

Even Microsoft opens up source code to some of its important clients. Microsoft wants to
enhance the trust in its code. By doing this Microsoft will be able to close some gaps to OSS
and still make a lot of money.

1.7.2 The quality of OSS and its readiness for the enterprise

As mentioned in the last chapter, the business case for OSS does not exist. It depends much
on the software and the company to use it whether a particular business case is positive or not.

Linux
Apache Web server

Tomcat
B % of 50 IT managers and

Java libraries execs at $1B+ North

Perl/PHP Amer_lcan companies
(multiple responses
JBoss accepted)

Apache Struts
MySQL
Eclipse
Others

0 20 40 60 80 100

Figure 4: What OSS are you running today? [5]
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Figure 4 shows that the dominating OSS are Linux and Apache web server. The reason for
this is the functionality and the stability of these products. The success stories of both of these
products have already been discussed (see chapter [1.4]) but the question that arises is how
can a company find out whether a certain OSS is ready for the enterprise or not.
In [5] they use an OSS assessment strategy based on the following 3 criteria axes:
1. Current health of the community: this is being measured by the history of the project,
the community activity and the books available
2. Leadership and license strategy: measured by license model, leadership, vendor
contributions and open source competition
3. Market presence: are other firms already using this software?
According to this criteria Forrester research drew the conclusion that for example Linux is
ready for the enterprise. The interesting thing is that the major European bank in the example
above concluded that Linux is not yet ready. This shows how important it is not only to look
at the above criteria but also at the company that wants to use the software.

Internally a company might set up the following process for the evaluation of the OSS:
1. Start an evaluation project team
2. Exactly describe the requirements to the software
3. Define the criteria along which the software should be evaluated (see above)
4. Evaluate the software products (not only OSS)

- scan and prioritize the software to see if it fits the requirements defined
perform due diligence: assess the OSS along the defined criteria including
legal issues
build a business case, i.e. how much does the software cost and what are its
benefits (not forgetting maintenance costs and independence from provider!)
prioritize based on the business cases: now it should be clear which product to
use

Make the final decision (business and IT officers together)
If OSS has been chosen: create strict policies on how to work with OSS
how to cooperate with the community (e.g., how to give back code to the
community)
how to shield own code from the copy-left influences of the GPL license
how to incorporate fixes/updates quickly
A company could also think of building a special cross-projects open source advisory group
to handle questions like the ones arisen in 5).
In the process above non-open source software has not been excluded on purpose because it is
crucial to have open competition between OSS and closed source software.
In the case of a profit-oriented company, OSS is not only used just for ethical reasons or
goodwill but in order to make money!

oo

1.8 The future: a short outlook along a hype-curve

A “typical” hype-curve consists of 3 phases:

1. “the hype starts”

2. *“everybody knows the product” — the highest point of the hype-curve

3. the real hype is over and the product gets mature and ready for productive business

use

The amplitude and the timeline of the hype-curve can be different for various products. Linux
for example started its hype about 3 years ago and is now somewhere between 2. and 3., its
fully productive status will be reached in about 2 years (or earlier depending on the usage
pattern).
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Many OSS products are now on the top of their hype curve and in few years they will still be
available but the will be matured and in competition with their closed-source equivalents (if
any).

Ready for
productive
use/

enterprise

"Hype"

Time

Figure 5: A typical hype-curve

There will always be room for OSS as this software is very innovative and often features
functionality that is not yet available for commercial products. On the other hand many
companies will still be using commercial software. As in true competition not the business

model should be the main decision factor but the richness of functionality and the stability of
the software.
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Service Differentiation Through Pricing in
Peer-to-Peer Networks

Norbert Bollow
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Abstract

Service differentiation through pricing plays an extremely important
role in market economies, by giving appropriate incentives both to
consumers and to providers of services. This paper makes two con-
tributions to the discussion of the economic effects on the software
industry and on peer-to-peer networks, namely a new explanation of
how economic self-interest drives the creation of Free Software, and
the conclusion that it is an important design principle for peer-to-peer
networks to allow peers to negotiate “neighbor” relationships in the
network depending on reputation and trust.

1 Introduction

In market economies, service differentiation through pricing gives important
incentives both to consumers and to providers of services:

(1) An incentive for service consumers to use scarce resources efficiently.

(2) An incentive for service providers to meet the actual desires of service
consumers.

In the communist, planned economies of Eastern Europe, the experiment has
been tried for several decades to run an economy without allowing prices to
be at an appropriate level for having this function of providing appropriate in-
centives to both producers and consumers. Even though these countries tried
very hard to economically outperform the capitalistic countries, they failed
to even keep up with the “West”. Considering this empiric evidence, it is nat-
ural to ask the question how “market economy” style incentive mechanisms



can be used to enhance the usefulness of peer-to-peer computer networks, so
that they become suitable for all kinds of e-business services.

In this paper we discuss the economics of peer-to-peer networks, and draw
conclusions for the design of the protocol stack of the internet of the future. It
turns out that business relationships are of fundamental importance in peer-
to-peer economics, which seems to indicate that peer-to-peer networks may
also turn out to be a useful model for some aspects of “real life economics”.

The economics of internet-based peer-to-peer networks differ from most
other economic systems in that it is relatively easy to change or extend
the set of possible interactions between the peers through the creation and
publication of new software. For this reason it is important to understand also
the economic processes which govern the creation, publication and adoption
of computer programs which implement the peer-to-peer networks.

This paper is organized as follows. In section 2 we discuss the funda-
mental assumptions of peer-to-peer economics, and in section 3 we illustrate
some key points in the example of the “Tragedy of the Commons”. Section
4 provides a general discussion of incentives in peer-to-peer networks, and
the buyer’s actual decision process is analyzed in section 5. Section 6 draws
conclusions for the design of future protocols for the internet, and the final
section 7 analyses the economics of the software industry in so far as stan-
dardized computer programs are concerned (this is the type of software that
is relevant for peer-to-peer networks).

2 Definitions

2.1 The Technical Perspective

A network (in the technical sense) is a communication system which allows
a set of nodes (that may change over time) to interact with each other. The
set of possible interactions between the nodes of a network is often described
in the form of protocol specifications.

One common type of networks is the client-server network architecture,
in which only one node, called the server, will provide responses to messages
from other nodes; the other nodes of the network are called clients. An
example of a client-server network is an “intranet” consisting of a single web
server and a number of desktop computers with web browsers which connect
to it.

The other extreme is totally decentralized networks where the protocol
specifications are totally symmetric with respect to all nodes of the network.
We call such networks strict peer-to-peer networks, and in this situation, the



nodes are called peers. The first hugely successful strict peer-to-peer network
(in the sense of this definition) was USENET (started in 1979); it quickly
became the first global communication system for public discussions and
software sharing among computer users.

The term peer-to-peer network itself does not have a precise definition; it is
used for networks which may have centralized as well as decentralized aspects,
but where the decentralized aspects are considered to be more important.
The internet was designed as a peer-to-peer network in this non-strict sense.
However, today for many people “the internet” means “viewing webpages in
a browser”. Since most users of the internet are not able to use host webpages
on their PCs, today “the internet” generally isn’t considered a “peer-to-peer
network”. Rather, the term “peer-to-peer network” is used for networks that
are implemented over the internet in such a way that computers without
static IP address can fully participate as “peers”, and not merely as “clients”.

2.2 The Economics Perspective

We define a strict P2P network (in the economics sense) as an economic
system which consists of a set of peers (that may change over time) which
interact with each other, while a priori no peer has greater rights than any
other.

In is an essential part of this definition that the entire economic system
is assumed to be “peer-to-peer”, this excludes in particular the possibility of
using a courts system which has power that is ultimately derived from the
possibility of jailing criminals.

This notion of “strict P2P networks” (in the economics sense) is an ap-
proximation of the realities of real-life peer-to-peer networks. In fact a major
reason for the current popularity of peer-to-peer filesharing networks is that
record and film companies seem unable to prevent the illegal sharing of copy-
righted files when this is done anonymously via strict peer-to-peer networks
(in the technical sense).

2.3 Rational and Irrational Nodes

We say that a node in a peer-to-peer network is rational if it acts in a manner
which is consistent with rationally seeking to further the economic interests
of an individual or organisation.

All other nodes are called irrational. There are two types of irrational
nodes which are of particular importance for the study of peer-to-peer eco-
nomics: We say that a node is altruistic if it seeks to further the interests of
some set of other nodes even when it has no economic incentive to do so. We



say that a node is “anti-social” if it seeks to harm the interests of some set
of nodes, or if it seeks to harm the network as a whole, even when it has no
economic incentive to do so.

It is definately a design goal for peer-to-peer networks (in the technical
sense) that the presence of a small number of anti-social nodes should not
have a big impact on the network as a whole or on any individual nodes.

Altruistic nodes on the other hand are nice to have, and there is often
a high percentage of altruistic nodes among the first few nodes that join
together to form a peer-to-peer network. Peer-to-peer networks need to be
designed with appropriate incentive structures so that once the network is
well-established, it will continue to function properly even if there are no
altruistic nodes.

3 The “Tragedy of the Commons”

There is a crucial difference between systems in which some rules and regu-
lations will be enforced (at least with some probability) through government
authority, and P2P systems where no such government authority is available.
This is illustrated by the well-known thought-experiment originally proposed
by William Forster Lloyd (1794-1852) [9] and popularized by Garrett Hardin
in his famous essay “The Tragedy of the Commons” [6]. Hardin describes it
as follows:

The tragedy of the commons develops in this way. Picture a
pasture open to all. It is to be expected that each herdsman will
try to keep as many cattle as possible on the commons. Such
an arrangement may work reasonably satisfactorily for centuries
because tribal wars, poaching, and disease keep the numbers of
both man and beast well below the carrying capacity of the land.
Finally, however, comes the day of reckoning, that is, the day
when the long-desired goal of social stability becomes a reality.
At this point, the inherent logic of the commons remorselessly
generates tragedy.

The problem is that even when (because of overgrazing) adding another
animal to the pasture can only result in an overall drop in the production of
milk and meat, each individual herdsman will still have a strong incentive to
increase herd size.

Suppose for example that there are 10 herdsmen, and that each of them
has 100 cows already. Suppose in addition that adding 10 more cows to the
pasture (an increase in the total number of animals by 1%) would result
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in a decrease of the productivity of each animal by 2%, so that the overall
production of milk and meat would drop by 1%.

From the perspective of each individual herdsman however there is a
strong incentive to add 10 cows, because that herdsman’s herd would in-
creased by 10%, which even after considering the decrease of per-animal
productivity by 2% still results in an 8% increase of his milk and meat pro-
duction.

In the real world, when overgrazing of a common pasture belonging to
everyone becomes a problem, a political solution would quickly be introduced.
Possible approaches include:

(1) Dividing the commons into pieces of land that will belong to individual
farmers.

(2) Introducing a “quota system” which limits the total number of cattle.
(It is reasonable to expect that market forces will lead to an efficient
use of the common pasture if the “rights to put animals on the common
pasture” can be freely traded.)

(3) Creating an incentive against the possession of large herds by means of
progressive taxation depending on herd size.

All of the three possible solutions proposed above are simple enough that
they can be implemented in “real life”.

A major challenge in peer-to-peer systems is that no-one has the power
to enforce rules such as these. However, in peer-to-peer systems which are
implemented by means of computer networks, it is possible to establish more
complicated protocols for the interaction between peers than what would be
feasible in non-computer-assisted interactions between humans.

4 Implementation of Incentives Systems

4.1 Payment Systems

Service differentiation through pricing presumes the availability of some kind
of payments system. This could be a micropayment system, i. e. a payment
system for “real-world” currencies with sufficiently low transaction costs that
it is economically reasonable to use it for making small payments, or it could
be a barter system which uses some kind of currency that is specific to the
peer-to-peer system and which cannot easily be converted to “real-world”
money.



It is not part of the requirement for “micropayment” technology that it
should be unsuitable for big amounts, however the requirement for low trans-
action costs might be inconsistent with the cost of implementing appropriate
security measures for a payment system that is intended to be used for big
transactions. A micropayment systems needs to have some security features
even if the transacted amounts are always small, because otherwise criminals
would have strong incentives to program a computer to commit many small
crimes, which would in total result in a lot of money for the criminal. The
big advantage of barter currencies is that the security requirements are even
lower.

4.2 Reputation Systems

In today’s P2P file-sharing networks there is a real problem with peers which
send a file which is different form the file they have advertised. Similar issues
exist for all kinds of business transactions. In the context of a P2P network,
they can be addressed only by means of a reputation system. Peers with a
bad reputation will often have to pay a higher price when buying services,
and they will generally achieve less revenue when seeking to sell services, so
that each peer has a strong incentive to maintain a good reputation.

4.3 Incentives For Query Forwarding

Service differentiation through pricing solves some problems through provid-
ing good incentives for the interaction between service consumers and service
providers. However it also creates new problems because in a situation of
competition between service providers, each node has an incentive to disrupt
the business processes of competing nodes. Rational nodes will cooperate
with competing nodes only if there is an even greater incentive for coopera-
tion.

Kamvar, Yang and Garcia-Molina [10] point out that “Competition is a
problem in P2P frameworks that rely on peers to forward queries, because
a peer acting in its own best interests will not forward queries to potential
competitors”, and they propose a possible solution by suggesting that the
“right to respond” to the query for a service has an economic value, and that
hence peers who receive a “right to respond” token should be willing to pay
for it. This creates an incentive for forwarding queries.

The problem with this kind of approach is that it can work only if the
peer which is expected to buy the “right to respond” token has a way to
estimate its commercial value. This may be possible for services which are
commodities, such as for example download services for files which can be



freely shared (either because copyright holders have given explicit permission
to freely share the files, or because copyright law turns out to be not enfor-
cable in at least some types of P2P networks). In this example, a reasonable
estimation of the commercial value of a “right to respond” token may be
possible, depending only on the size of the requested file and on the number
of tokens that were created by the requesting peer.

A more general solution would be for some peers to provide “service
brokerage” services, i.e. these peers would get paid for matching up service
requests and service offerings. The disadvantage of putting much of the
responsibility for service brokerage into the hands of a relatively small number
of specialized peers is that it will then be necessary to create strong incentives
against corruption.

4.4 Adversarial models

The practical value of incentives systems depends directly on how robust the
systems are to manipulation attempts. Here are some adversarial models
which need to be considered in this context; this list was inspired by [13].

Single liar

This is the simplest adversarial model. A single peer acts maliciously, in its
own self-interest, which may possibly be different from what the designers of
the system anticipated.

Hordes of zombie peers

In this adversarial model, the malicious peer introduces any number of “zom-
bie peers” into the network, the actions of which are controlled by the mali-
cious peer.

Conspiracy

In this adversarial model, a subset of the p2p network form a conspiracy; this
may possibly involve bribery. In this context, the questions to ask are: What
is the critical size of a conspiracy where the conspirators gain undue influence
on the P2P network as a whole, and how does this critical conspiracy size
scale depending on the number of peers in the entire network?



4.5 Dangers of Unfairness

In [15] Odlyzko examines the history of price discrimination in railroads in
the US, a problem which was eventually solved through an act of government.
He describes the key problem as follows:

In the words of Alfred Chandler, Jr., the preeminent business
historian of the railroads !,

The demands that brought the first permanent regula-
tory commission to the United States resulted directly
from the railroads’ discriminatory pricing policies.

An earlier writer explained in more detail what the objections
2
were

But the fact that the charges are so low does not make
differences in charge bear any less severely upon busi-
ness. A difference of five cents per bushel in the charge
for transporting wheat a thousand miles is a small mat-
ter, taken by itself. It would be weeks before it would
make a difference of one cent to the individual con-
sumer of bread. But if a railroad makes this reduction
for one miller, and not another, it will be enough to
drive the latter out of business.

The pervasive price discrimination by railroads was undermin-
ing the moral legitimacy of capitalism. Unequal treatment in
an opaque environment raised questions whether success was be-
ing achieved by one’s merit, or through corrupt deals (as in the
“crony capitalism” that many countries are accused of harboring
today).

Congress did eventually respond to these concerns.
It should be expected that P2P networks will be acceptable for serious busi-

ness use only if it can be argued convincingly that none of the attacks outlined
in section 4.4 can possibly lead to this kind of problem.

'A. Chandler, Jr. The Railroads, the Nation’s First Big Business: Sources and Read-
ings. Harcourt, Brace, &World, 1965

2A. T. Hadley: Railroad Transportation: Its History and its Laws. G. P. Putnam’s
Sons, 1885.



4.6 P2P Internet Protocols Suite

It should not be necessary for every implementor of a peer-to-peer applica-
tion to create a new, totally separate payments payments system and also a
reputations system; this would add a lot of complexity to each peer-to-peer
application. It makes more sense to provide a general system for creating
barter currencies, and a general micropayments system, which can be used
by all kinds of peer-to-peer networks and other applications. Similarly, it
would be desirable to have a general system for managing reputation, and
a service brokerage system which contains strong incentives against corrup-
tion. Finally there should also be an implementation of the “Street Performer
Protocol” [8] which can be used to charge for the service of creating public-
domain information goods.

We define the term P2P Internet Protocols suite to mean a stack of pro-
tocols which would be designed to meet these needs of peer-to-peer networks.

5 Modeling Purchase Decisions

Purchase decisions are made depending on how comfortable a buyer is with
an offering. The decision-makes takes into account price, trust, available
funds, and how valuable the offered good or service is from the perspective
of the buyer.

e Trust depends on recommendations, reputation and experience.

e [f you're short on money, your willingness to take risks increases relative
to your willingness to expend money.

e For some types of transactions, trust is more important than for others.

5.1 Commodities

The buying decision can be automated by means of an algorithm which
computes a numeric value which expresses the buyer’s level of comfort with
a possible buying decision.

Here is why a numeric value is suitable: A commodity is a standardized
offering something that is offered by multiple providers. It is the buyer’s
intention to make a decision, i.e. choose one of the possible buying decisions.
For this purpose it is desirable to be able to compare. A numeric value allows
in addition to consider benefits to the buyer of getting to know multiple
providers.



Data transmission services are an example of services which would be
reasonable to treat as commodities, by defining a set of standard offerings
which differ with respect to promised QoS (Quality of Service) levels.

5.2 Non-Commodities

For non-commodities, the buying decision always requires human involve-
ment; it may however be possible to semi-automate it as in the following
example of “pay-as-you-go” charging for web content: In his horror
vision [17] of a possible future of the internet (where some essential freedoms
have been lost), John Walker describes “pay-as-you-go” charging for web
content as follows:

Each user can set their own personal default maximum price per
page, per item purchased, per session, per day, per week, and
per month. I call this their “threshold of paying.” No need to
subscribe to a magazine’s site to read an article—just click on it
and, if it costs less than your $0.05 per-item threshold and all
of the other totals are within limits, up it pops—your account is
debited and the magazine’s is credited. If you're a subscriber,
your certificate identifies you as one and you pay nothing .
and all of this happens in an instant without your needing to do
anything. The magazine gets paid for what you read, so they’ll
put their entire content online, not just a teaser to induce you to
subscribe to the printed edition. And if you like what you read,
you’ll return and spend more money there.

6 Towards the Internet of the Future

6.1 Paris Metro Pricing

One characteristic feature of the internet protocol is that it does not provide
any way for “Quality of Service” negotiation; the quality of the user experi-
ence decreases dramatically when a network connection is saturated, or when
a server is heavily loaded. This is similar to how traveling by train is much
nicer when the train isn’t so full that you have to stand.

The Paris Metro used to have a system for differentiating between their
“first class” and “second class” carriages, in which the only difference be-
tween the carriages was the ticket price. The higher price for first-class
tickets resulted in a better user experience. Not only were the first-class
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carriages being less crowded, but also the “first class” carriages were pre-
ferred by business people who prefer a quiet environment, while the “second
class” carriages were preferred by parents with small children who prefer an
environment where some children’s noise is more easily accepted.

In [15] A. M. Odlyzko suggests to use this idea as a pricing scheme for
data transport on the internet.

The same principle may also make it possible for commercial file download
services to be profitable even when the same files are also available gratis via
peer-to-peer filesharing, as a commercial service should be able to provide
a better user experience. However, compared to peer-to-peer filesharing,
commercial providers of download services have the disadvantage that they
need licenses from the copyright holders — even if copyright law cannot be
enforced in general on peer-to-peer networks, it can probably be enforced
against commercial distributors.

6.2 The Need for Incentives Against Spam

When the SMTP-based email system was originally designed, no-one thought
about the possibility of it being used for bulk sending of unsolicited commer-
cial emails, and therefore it was designed without introducing any incentives
against this use of the system.

Today there are some incentives against this, which consist primarily in
peer pressure on providers of internet services to prevent their customers
from spamming.

In spite of this, the current situation with floods of spam is a fitting
illustration of the economic principle of the “tragedy of the commons”. Every
spammer has a strong incentive to spam as many email users as possible, even
though the resulting, annoying large quantities of spam which are received
by everyone with publicly-known email addresses must greatly reduce the
economic benefit that all businesses together can derive from email marketing
(including genuine, confirmed opt-in marketing, against which there can be
no objections on ethical grounds).

6.3 Incentives for Protocol Transition

There need to be incentives for building commercially useful P2P Internet
Protocols, and there need to be commercial incentives for being an early
adopter. Otherwise, the new protocols will not get used in the real world
of business, similar to how, as Bernstein points out in [1], there are serious
obstacles to the adoption of IPv6 [4].
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Besides technical interest and commercial incentives, an additional moti-
vation to develop P2P Internet Protocols may be the concern that otherwise,
“big brother and big media can put the Internet genie back in the bottle”, as
explained by Walker in [17]. In the “DotGNU Manifesto” [2] I have stated
some achievable objectives which, when realised, will guarantee that the in-
ternet remains a realm of freedom. It should be expected however that only
a very small percentage of nodes in the network will consider such altruistic
motives to be sufficient incentive for undertaking a software upgrade.

6.4 Support for both UDP/IPv4 and IPv6

In designing P2P Internet Protocols, we need to accept it as a reality that
precisely because of the lack of strong incentives for migrating from IPv4
to IPv6, for quite some time “the internet” will continue to be dominantly
based on IPv4, and therefore the shortage of IP numbers and the ugliness of
dynamically-allocated IP numbers and NAT will continue.

I propose that the P2PIP (Peer-to-Peer Internet Protocols) stack must
support both IPv6 and “UDP via IPv4” as basic packet transports, where
with “UDP via IPv4” I mean the standard trick for establishing P2P data
exchange when both peers are behind a firewall with NAT: The peers use
a third-party (which is directly connected to the internet, not via NAT) to
exchange the information of what IP number and port number each peer
uses. Then each peer sends UDP packets to the IP number and port of the
other, thereby informing their respective firewalls to deliver UDP packets
from the other peer.

6.5 The Tragedy of Webservices

I expect that “webservices” technologies will make it reasonably easy to
outsource business processes to specialized service providers, with the main
business benefit being that transaction costs for outsourcing are reduced
when the businesses interactions are rationalized to use webservice protocols
via the internet instead of written forms which are faxed back and forth.

As the transaction costs of outsourcing decrease, very likely specialization
will increase; hence the number of third-party services that each business
depends on in its day-to-day operations should be expected to increase.

Every such dependency is a potential risk, since there is no guarantee that
the third-party providers will continue offering services that you have come
to depend on. For example they might decide that offering certain services
is not profitable enough for them.

Therefore we find the following “Tragedy of Webservices”:
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e If you don’t outsource all business processes which can be performed
more efficiently by others, you're inefficient, and market forces will drive
you out of business.

e If (through outsourcing essential business processes) you become de-
pendent on many companies, it will be only a question of time until
you're out-of-business because one of the companies that you depend
on goes out-of-business.

6.6 Webservices with Freedom from Vendor-Lock-In

Here is a proposal for a solution to this business dilemma:

For each webservice and each set of data that it acts on, there
is an “owner of the data” who has the right to download the
entire set of data together with the program which implements
the webservice both in the form of source code as well as in the
form of bytecode (a “portable executable”).

This downloaded webservice implementation must be suitable for allowing
the “owner of the data” to let all business processes continue without in-
terruption, although probably with some loss of efficiency. Webservice cus-
tomers will conduct spot checks to test the quality of these downloads, and
to verify that they have retained the ability to execute all essential business
processes even if it should happen that the webservice provider suddenly
becomes unable to deliver the promised webservice.

6.7 Negotiable “Neighbor” Relationships

Finally we compare the economics of P2P (“Peer-to-Peer”) systems, where
reputation and trust are naturally important, with NTD (“No Trust Discrim-
ination”) systems where trust or lack thereof does not significantly influence
buying decisions:

In NTD systems, auctions are a generally desirable method for conducting
business, because with auctions, the allocation of scarce resources is efficient
and fair, even if only a single item of something is traded.

In P2P systems, it is preferable to conduct most business through long-
term business relationships, using auctions only as a last resort. The reason
is that (assuming a genuinely competitive market) you pay the same market
price regardless of whether you buy via auctions or through a long-term
business relationship. However, buying via auctions increases risk because
some of the purchases will be from less-trusted vendors, and this increased

13



risk needs to be considered as a cost for the buyer, which however does not
result in an increased revenue for the sellers. Hence we expect that in P2P
networks, auctions will generally be less efficient than long-term business
relationships. Consequently, we find the following design principle for peer-
to-peer networks:

Peers should have the freedom to negotiate “neighbor” relation-
ships in the network depending on reputation and trust.

It is interesting to observe that also in the “real-world” economic system,
auctions are used only under special circumstances, and most business is
conducted in the context of long-term business relationships. This observa-
tion justifies the use of the term “network” for “P2P networks in the sense
of economics”.

7 Economics of the Software Industry

Peer-to-peer networks are implemented by means of software that runs at
every node of the network. It is possible for the various peers to run programs
from different vendors which all implement the same protocol that defines
the peer-to-peer network. For this reason it is important for the study of
the economics of peer-to-peer networks to consider also the economics of the
type of computer software which is used to implement peer-to-peer networks.

7.1 The “Tragedy of Information Goods”

Suppose that a certain type of computer program, or other information prod-
uct, is available from multiple vendors. We assume that the products of all
these vendors are of sufficient quality to meet the needs of almost all users
(this assumption is easier to satisfy for software which implements the proto-
cols of a peer-to-peer network than e. g. for office software), and we further
assume that the vendors do not form a cartel (which would be illegal in many
countries. )

In this situation, where the products are differentiated only by price, it
should be expected that prices drop to a value not much higher than the
cost of providing a download service. The reason is that otherwise, when the
vendors are mainly competing on price, each vendor has a strong incentive
to set a price that is just a bit lower than the prices of the competitors.

From the perspective of companies which develop software and want to
sell it, and from the perspective of investors into such companies, this market
situation with prices approaching the equilibrium price of zero is definately
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a tragedy, especially since the development of proprietary software requires
a huge up-front investment. (Depending on how long it takes for prices
to approach the equilibrium price, it may still be possible for vendors of
proprietary software to recover their development costs and make a profit.
Therefore, while this tragedy turns proprietary software business into a highly
speculative business, it does not immediately render it totally impossible for
proprietary software business to be profitable).

7.2 On the Monopolistic Nash Equilibrium

In view of the above-described tragedy, it appears inevitable that an industry
which produces proprietary software for standard needs (e.g. general-purpose
office desktop software) would feel a very strong incentive to organize either
as a cartel or as a single monopolistic vendor.

In this monopolistic situation, there is a Nash equilibrium (i.e. a state
of the economic system which will not change as long as everyone rationally
seeks to further their personal of business interests, see [11]) which allows the
software vendor to achieve a high margin. We will show in the next sections
that this equilibrium state is unstable, which means that there is some way in
which the equilibrium state can be perturbed (for example through creating
competing Free Software) so that as a result, the economic system will move
away from that particular equilibrium state.

7.3 Market Forces Create Free Software

How will the market react to such a monopoly? We cannot expect en-
trepreneurs to create competing proprietary products, because it would not
be likely for them to be able to recover their investment, precisely because
of the Tragedy of Information Goods described above.

Therefore it appears unlikely for competing proprietary software vendors
to arise and thereby resolve the monopoly. Software users will be forced to
continue paying a price which is significantly above the equilibrium price of
zero until they organize in some form of business alliance to produce the
software they need in a way which will make it available to all of them at a
cost close to the equilibrium price of zero.

Generally speaking, making a business alliance work is a difficult man-
agement problem, because employees of unrelated or competing businesses
generally find it unnatural to work together for a common benefit. This diffi-
culty results in the need to spend a lot of expensive senior manager’s time on
building relationships with other companies in the business alliance, and it
results in a very high percentage of business alliances which fail. Therefore,
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generally speaking, making a business alliance work is an expensive and risky
venture.

A big exception to this rule is the “community” process for Free Software
development. Many programmers find it vary natural to collaborate with
cach other on the creation and improvement of freely available Free Software?,
which anyone can freely download, use, modify and redistribute in original or
modified form. This means that monopolies for commodity software can be
resolved efficiently by producing Free Software (which meets the same needs)
through this community process.

As shown by Economides and Himmelberg in [5], monopolists tend to set
the price so high that a significant number of potential users is excluded.
In many Free Software projects, such as e.g. the operating system kernel
known as “Linux”, these “excluded potential users” have played a key role
during the initial stages of the project. It is important to note however that
these economic forces have started to drive the Free Software development
process only after a significant foundation had been laid already through the
altruistic work of the GNU project.

7.4 Publishing Free Software As Advertising

In this section we refute the following

Claim: Investments into Free Software development

(%)

cannot work out economically.

If claim (%) were true, it should effectively prevent economic forces from
driving Free Software development, because in each Software Development
project someone must take a leadership role, which will generally require a
greater commitment than what can be economically justified by the benefit
for the developer of being able to use the resulting Free Software.

The argument behind claim (x) is the following “free-rider problem”:
When a company takes a loan and uses the funds to develop some Free Soft-
ware which becomes part of the company’s commercial product, competitors
can use the released code as part of their products without the burden of
the loan. (This argument is really independent of how the investment is fi-
nanced, but thinking of it as a loan gives the right intuition that investments
can be economically justified only if the expected benefit is greater than the
invested amount plus interest).

3often called “open source software”; according to the website of the Open Source
Initiative at opensource.org, “open source is a marketing program for free software”.
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The refutation of this argument is that there are other justifications for
investments besides product development. If, from the perspective of the
business which leads the development effort for a Free Software program, the
development effort and the publication of the resulting stream of versions of
the program are a form of advertising, it is not a problem that anyone can
use the program. As long as a business is contributing so much that it is
effectively leading the project, it can reap significant benefits in the area of
reputation and publicity.

For example, according to Sitaker [16]

Cygnus’ solution was to promote its service brand by pointing
to its technical staff, who were the actual maintainers of gcc,
gdb, binutils, etc., and they did this successfully for many
years. If this had not adequately mitigated the free-rider prob-
lem, gcc et al. would have rapidly fallen behind the competition:
SparcWorks, SGI’s compiler, Compaq’s compiler, etc. Instead,
the Cygnus products remained comparable to their proprietary
competitors — clearly superior in some areas, clearly inferior in
others — and they still lead the embedded market, several years
after Cygnus made some bad decisions and destroyed itself.

7.5 Vulture Investments

When the shares of a highly profitable company are publicly traded, the
shares tend to be highly valued based on the expectation that the company
will continue to be highly profitable. The above discussion shows that this
expectation is unlikely to be true in the long run with proprietary software
companies that sell standard software.

It should be possible for investors to exploit such a situation with over-
valued stocks of proprietary software companies, for example by creating an
investments fund which invests specifically in “short positions” on the stock
of proprietary software companies. A “short position” is a bet that the value
of a stock will decrease; it is very risky to make such a bet against any
particular stock. However if, as argued above, the stock of profitable propri-
etary software companies is generally overvalued, an investments fund which
hedges these risks by making such bets against many proprietary software
companies should have a very good chance of success. This chance of success
will be even higher if the investments fund actively supports the develop-
ment of Free Software that competes with the “cash cows” of the companies
against which the fund is betting.
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Chapter 4

FUTURE TECHNOLOGIES

The future of mobile payments is not easy to predict. Here are some examples of
technologies which have not been widely used in mobile business, but which
might become popular in future. Although the name of the chapter is future
technologies for example RFID was invented back in 80’s, but it is described in
this section because it has a huge possibilities to lead the way to the real world of

mobile financial transactions.

4. a. RFID

RFID is a technology developed during the 80’s for non-contact reading [14]. Bar
codes or identification numbers are often slow to read and might be even
impossible if the code tag is damaged. Also bad weather conditions make it
harder to read barcodes. As a solution RFID technology was developed. RFID
chip consists of three components an antenna, a transceiver and a transponder.
The antenna emits signals to make different operations on tag like read and write.
Antennas can be located for example in warehouse to keep track on stocks
coming and going. If antenna and transceiver are integrated together it becomes a
reader which can both transmit and receive data with tag. The size of the RFID
tag varies according to needs. Small tags with little features are used example with
animals. Tags are placed under animal skin and so they can be easily traced. These
tags are usually called passive tags and they are read only. Active tags have
internal battery and data stored to them can be modified. Maximum memory
capacity is around 1 MB and range varies from 1m to about 30 meters active tags
having longer ranges. RFID systems work with different radio frequencies. Low

frequency ones use 30 KHz to 500 KHz and have low range. High frequency



systems use 850 MHz to 950 MHz and 2.4 GHz to 2.5 GHz bands and offer
longer ranges and higher reading speed.

What does this technology from 80’s has to do with mobile payments? At the
moment nothing, but perhaps after some years it may have some serious payment
implementations. RFID chips have some really good qualities. The most
attractive is the fast set up time. Connection can be made almost instantly or so
fast that humans cannot tell the difference. The other good thing is that it is non-
line-of-sight technology, which make it user friendly to use. Compared to other
locale connection technologies like Bluetooth or IrDA, RFID is considered
superior. It has the good qualities of both technologies, but lacks the drawbacks.

It might just be the solution mobile community long for.

4. b. EMV

EMV is neither a connection technology nor a mobile technology, but it is the
key technology to every day shopping in the near future. All magnetic credit cards
and debit cards will be changed to EMV cards in near future. In Europe that will
happen during the year 2005 and in the rest of the world a bit later. EMV is a
specification made to ensure secure payments. It uses smart chip to save data and
PKI to encrypt it. Unlike present cards EMV makes it possible to have multiple
cards on same EMV chip. It also allows altering data stored to it without
changing the actual card. EMV chip can also be integrated to mobile phone and
therefore makes possible for easy and secure use of mobile phone. EMV
technology is not something revolutionary. But because retail shops, banks and
clearing houses have spend enormous amount of effort and money to build
infrastructure to support it, they are not likely to make another rival system. So if
mobile payments someday are going to be in mass use they must implement

EMV.



4. ¢. SIM related technologies

SIM cards can be equipped with secure technology to make it possible to
store secure data in them. With secure SIM cards it is possible to for example
store EMV information in a SIM card and then let mobile applications to read
from it. There are three kind of solutions suggested to use SIM card as a part
of mobile payments [15]. First one is that SIM card is equipped with bank’s
debit or credit card application. This is fairly elegant solution, but requires
cooperation between operator and the bank. It also make users dependent on
operator, so switching is not possible without having a new agreement with
bank also. The other solution is a dual chip technology. Operator has its own
SIM and bank delivers its WIM card to make able to buy with phone. WIM
cards use PKI technology and so they are secure. This solution makes user
operator free, but has some significant drawbacks. First bank has to give out
two bank or credit cards, one normal size card and another WIM size card.
The second thing is even worse; there are no dual chip phones in the markets.
To be popular they have to be available easily for everyone. This is probably
reality some day, but before that some other technologies might take over the
markets. The third alternative is dual slot phone. It means that phones have
two types of card slots; one for small SIM cards and another for traditional
size cards. Then banks could only offer one card for a user and when paying
the user could put the card into reader and then pay with mobile phone. This
is a weird solution, which is not likely to have any consumer implementations,
but it might come popular in business to consumer world. For example pizza
delivery boy has a dual slot phone and customer uses this phone to use

his/her debit card to pay.

Banks are eager to force mobile payments into dual chip phones, because then
they could rule the mobile payment system. This solution is the worst case

scenario for operators, which then would have no position at all. It is however



unlikely that dual slot or dual chip phones will be the next generation mobile
payment method, because for phone manufacturers it causes more expenses and

no actual benefit.

d. Conclusions

There is a different interest groups developing mobile payment systems;
operators, mobile phone manufacturers, banks and third parties. After huge
effort from third party companies and operators banks and phone manufacturers
are starting to take over the development process. New solutions are based on a
large debate and standardization process in an open organization. Solutions like
EMV are very far from the solutions that operators came up with inside the
closed doors. This idea of having more members in a developing process also

shares the responsibility of failures and offers wider support to the solution.

If taken closer look into technologies presented in this chapter, it is obvious that
each of them have competitors among the existing technologies. It is even clearer
that for example RFID is much mature to offer mobile payments than IrDA or
Bluetooth. Also EMV can be considered rival of the other business models like
third party virtual accounts. It is not said that pre paid virtual accounts will
disappear, but EMV is likely to take charge over a long period of time. But only
one thing is for certain when speaking about the future; new technologies that are
not presented in this document will arise and they can either support the existing

ones or start a life of their own.



Chapter 5

FUTURE VISIONS

What will the future look like for mobile payments? Mobey forum tries to answer
the question. It is an organization, which was based the year 2000 by Nokia and
four major European banks’. After that numbers of other banks have joined the
forum as full members and some technology companies as associate members.
The goal of this organization is to encourage usage of mobile devices as a
payment tool. It is something unusual, because banks have until recently stayed
away from communicated related issues. The reason for being aside is that
banking business is probably the most conservative business possible and they
don’t want to get bad reputation because some new technology has problems.
That is why they have been watching operators’ attempts to create mobile
payment system and not participating too closely.

The Mobey forum released first of their publication on 2001 called the Preferred
Payment Architecture - PPA. It gives some principles for how a mobile payment
system should be constructed and what kind of technologies it should use. The
red line of the document is that payment systems should always use existing
clearing utilities, because creating rival networks is just not reasonable. Mobey
forum presents three possibilities how to implement that. First is to use standard
EMV technology in mobile devices, second is to copy data from current magnetic
cards to mobile phone and storage it somehow safe, and third to use a special
WIM security chip. Although they present all three technologies, it is clear that
EMV is the only one they really believe in and Mobey Forum insists rapid
development of a mobile standard for EMV. The PPA also characterizes

7 ABN-AMRO, HSCB, NORDEA, UBS



different remote technologies like WAP and OBEX, but the vision they present

is following:

First phase: Mobile phones will be equipped with a RFID circuit
with a copy of the debit and credit card information. At the same
time merchants should integrate RFID reading modules to reside
POS systems. The RFID chip could be passive and PIN code
would be entered into external device connected to POS system.

Second phase: Mobile phone starts to communicate with the
RFID circuit. This requires an active RFID circuit. PIN
information can now be entered to the mobile phone. The idea of
second phase is to make users familiar with entering the PIN
code to the phone.

Third phase: Mobile phone optimized with EMV compatible
RFID circuit. Meaning that mobile phone would become a real
wallet.

This vision may sound simple, but it has a 50 page documentation to claim that it
is the best solution possible. The wisdom of this elegant vision is that it has only a
little extra cost to any of the important counter parts; phone manufacturers,
banks, merchants, operators or users. Banks can use their existing EMV clearing
system. Phone manufacturers need only to add standard EMV chip to phones.
Merchants need to have cheap radio receiver added to their POS systems.
Operators don’t have to have any part of the billing or lending, but can
concentrate on communication. And finally users don’t have stick with any bank,
operator or merchant and need only to have a phone with EMV capability.

Two other important organization creating open standards are a MeT [17] and
OMA [18]. MeT is concentrated on keeping standards interoperable between
different handhelds and OMA is quite the same except that they have weight on
the world “Open”. They are not covered in detail, because both are still working
for their standards. It is likely that they are presenting some nice standards in the
near future.



Chapter 6

CONCLUSIONS

In the introduction problematic of mobile payment system was presented. After
that a lot of different technologies and ideas were explored, but is there any
common denominator between that can be revealed. The conclusion for all the
attempts to create a single superior solution is that it will never success. The only
option is to combine different technologies and make as much cooperation as
possible. Here are some requirements, which next generation payment method

should have to match needs of different parties.
Customer requirements are the following:

- Easy and fast to use, users don’t want to wait for busy network.
Mobile technologies have to be at least as fast as current payment
methods.

- Offer something extra for user. It is not likely that people start to
use new payment method that has exactly the same qualities that the

old ones. It has to offer something more.

- Independent from operator and phone. Changing operator or
switching to new phone should not prevent using chosen payment
method.

- Wide acceptance, the same solution has to work in various places.
- It has to be safe to use.
Business requirements are the following:

- Bank should offer authentication. Banks are trusted nowadays for
authenticating people, it should continue in the future.



- It should offer value to all parties. If some party is left outside, it

would halt the development and cause competition.

- Different parties should be independent from each other. No
alliances between banks, operators and merchant should be allowed.
Otherwise the solution might diverge into small circles and users

would have to register on more than one service.

- Solution has to be scalable for new technologies and services.
Technologies change all the time and the solution should be able to

scale to new requirements.

- It has to allow branding like Visa or USB. To get wide acceptance

no current business model should be under valuated.
Technical aspects:
- Using of open standards, no commission for third party should be

allowed. Tt might decrease usage, because of the costs.

- As much usage of current technologies as possible. There is no

better way to waste money than inventing things that already exists.

There is strong belief for mobile payments among business world. It can make
money transactions more efficient and give more possibilities for consumers. If a
common solution is invented, which offer the requirements presented, there is
most definitely a lot of users and merchant interested. At least the author is one

of them.



BIBLIOGRAPHY

[1] Ministry of Transport and Communications Finland,
http://www.mintc.fi/www/sivut/dokumentit/julkaisu/julkaisusarja/2003/a222003.pdf
(2] Paybox.net AG, hitp://www.paybox.net/

3

http://webopedia.internet.com/TERM/S /Short Message Service.html

(4] http://www.hel.fi/HKL/english/06_passgui

(5] http://www.cellular.co.za/data_speed evolution.htm

]
]
]
[6] http://www.wapforum.org/what/WAP_white pages.pdf
[7] http://www.wapforum.org/what/WAPWhite_Paperl.pdf
[8] http://java.sun.com/products/midp/midp-ds.pdf
[9] http:/ /www.ericsson.com/bluetooth/aboutbluet/beginnersg/default.asp?page=8
[10] http://hongfeng myetang.com/bluetooth/bluetooth02_2_5.html
[11] http://www.irda.org/design/high_speed.pdf
[12] http://www.irda.org/FMPAY /FM_Whitepaper.pdf
[13]https://usa.visa.com/personal /secure_with_visa/verified_by_visa.html?it=d2_/index html
[14] http://www.aimglobal .org/technologies/rfid /
[15] http://www.setec.fi/english/press/material /pkihandsets.html
[16] http://www.mobeyforum.org
]
]

[17] http://www.mobiletransaction.org/

(18] http://www.wapforum.org



	V6.pdf
	Management Summary
	The history of Open Source Software (OSS)
	The definition of the term OSS
	Success Stories/Examples
	Apache HTTP server project: the famous web server
	Linux: a (free) Unix system
	Mozilla: the free browser
	Perl: the need for smart regular expression processing
	Eclipse: the java IDE and more
	OpenSSL: security in an open world
	GNU

	Property rights and licensing
	Licensing schemes
	Software patents

	Business models for IT-companies (or how to make money with 
	The Dual Licensing approach
	The customization/service approach
	The “standardization” approach
	Conclusion

	And the other side: the companies that actually use OSS
	Advantages/Disadvantages of using OSS
	The quality of OSS and its readiness for the enterprise

	The future: a short outlook along a hype-curve
	Works Cited


