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The Internet is a global network consisting of many networks called autonomous systems (ASes). Its structure is highly
complex: A few ASes are well-connected and make up the core of the Internet, while most of the ASes only connect to a
couple of neighbors that in turn provide them access to the rest of the Internet. These connections are governed by rules,
the routing policies. Both the structure and these policies determine the flow of data traffic from one AS to the other
through the Internet.
Therefore, being able to precisely model and also reason about inter-domain routing is key to analyze important aspects,
such as security, performance and resiliency, of the global Internet.
Unfortunately, these interconnections and their underlying agreements are usually business sensitive and therefore, the
routing policies of the ASes are kept private.
Over the years, multiple research initiatives looked at the problem of building an accurate interdomain routing model.
The first projects simply tried to recreate the structure of the Internet: they tried to infer all the existing interconnections
among the ASes. Later projects [2–7, 10], also looked at the type of those interconnections and tried to derive their relationships.
The problem with these projects is that the employed models are too simplistic and do not allow to adequately capture the
Internet’s variety. Most approaches consider each AS to be a single point/router. This assumption, for example, prevents
route diversity and cannot represent the internal policies (e.g., iBGP). In addition, these projects assumed over-simplistic
routing policies. Generally they only allow for a few types of different policies: customer-to-provider, peer-to-peer, and
sometimes also sibling-to-sibling.
One project [8] stands out. The authors recognized the above mentioned limitations and tried to drop the simplistic
assumptions. Their model manages to capture well the observed routing behavior, but falls short to generalize to unobserved behavior and take dynamics of the Internet into account as it is based on a single point in time.
The goal of this thesis is to build upon the insights of Mühlbauer et al. [8] and build an accurate model of the Internet
that is able to predict the outcome of inter-domain routing for unobserved events, such as a link failure or a change of a
network in its routing policies.
Based on the publicly available routing data going back many years, you develop your own model.
Milestones

• Start by getting an overview of the different, existing techniques to model inter-domain routing;
• Replicate the model of Mühlbauer et al. [8] and validate their findings;
• Based on the gained insights, our suggestions and your own ideas, propose and build a model;
• Validate and evaluate your model using the publicly available routing data [1, 9].
Contact

• Rüdiger Birkner, rbirkner@ethz.ch
• Prof. Dr. Laurent Vanbever, lvanbever@ethz.ch
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