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Communication stacks are composed of distinct layers that, in principle, operate independently and interact through well-defined interfaces. However, resource constraints in sensor networks typically necessitate optimizations, leading to implicit assumptions and
dependencies among layers (e.g., a collection protocol assumes the
MAC protocol provides sufficient bandwidth). These dependencies are often tracked manually, yet become extremely complex as
protocols evolve and requirements change. We propose to model
assumptions and dependencies explicitly, as constraints on protocol parameters. This allows for using standard tools to generate
feasible protocol configurations. We demonstrate the effectiveness
of our approach using the example of FTSP running on top of a
low-power listening MAC protocol.
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Figure 1: Overview of the approach.
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1.

INTRODUCTION

Keeping track of the various interactions and dependencies between the different layers of a communication stack is a critical yet
inherently complex task. Choi et al. [1] tackle the problem of interprotocol interference on the network layer and propose an isolation
layer to avoid collisions and guarantee protocol fairness. Indeed,
unintended interactions are even more likely between protocols on
different layers: protocols frequently make assumptions on the behavior of other protocols to meet the application requirements [6].
We propose to explicitly model assumptions of protocols to expose hidden dependencies between individual layers. While creating such a model is a considerable initial overhead, it frees the
designer from managing the various dependencies manually. Moreover, it allows for automatically generating feasible and consistent
configurations of the complete stack for i) different protocol combinations, ii) different deployment settings, iii) different protocol
parametrizations, and iv) when requirements change.
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2.

APPROACH

Figure 1 outlines our approach. The stack model comprises different protocol models and their individual parameters Pi (e.g., the
sleep interval of the MAC protocol). Shared variables appearing in
more than one protocol model signal dependencies and interactions
among protocols. In addition, the stack model takes as inputs deployment parameters L (e.g., the number of nodes) and a set of application requirements R (e.g., the required data yield). From this
model, we extract a set of constraints C on variables V for which we
seek to find feasible assignments F, the protocol configurations.
In particular, we can formulate a constraint satisfaction problem (CSP) M = hV, D, Ci, where V is an n-tuple of decision
variables V = hv1 , v2 , . . . , vn i, D is a corresponding n-tuple of
domains D = hD1 , D2 , . . . , Dn i such that vi ∈ Di , and C is a
k-tuple of constraints C = hC1 , C2 , . . . , Ck i [3]. A constraint Ci
is a pair hRi , Si i, where Si is a ki -tuple of variables in V and Ri
is a relation of arity ki over the domains of the variables in Si .
Solving the CSP M involves finding a value for each variable in
V, where the constraints C specify that some subsets of their domains D cannot be used together. We can use standard CSP solvers
for this task, which combine interference (constraint propagation)
and search algorithms. If we are interested in an optimal protocol
configuration, M can be transformed into a constraint optimization
problem (COP) by adding an objective function.
Our approach is modular and allows for fast iterations when application requirements or deployment characteristics change. Since
every protocol parameter can also be specified as a constraint, we
can analyze the effect of deviating conditions. Most importantly,
the stack model and thus the generated protocol configurations capture all protocol dependencies, which reduces the risk of unintended interactions at runtime.
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FTSP table size
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Table 1: Model inputs of FTSP/LPL MAC feasibility study.
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Figure 2: Generated feasible region and optimal configuration.

3.

FEASIBILITY STUDY

We demonstrate our approach using the example of FTSP [4]
running on top of a low-power listening (LPL) MAC protocol.
Protocol Background. FTSP is a time synchronization protocol
for sensor networks. It synchronizes the local clocks of the nodes to
a common time reference by periodically exchanging time-stamped
messages and performing linear regression on the timestamps received in the last N periods. The synchronization period Tf determines how often synchronization messages are exchanged. A
shorter Tf results in a higher synchronization accuracy but also in
an increased communication. While FTSP regularly triggers the
exchange of synchronization messages, the MAC protocol is responsible for actually broadcasting these messages.
Using a LPL MAC protocol, nodes sleep most of the time but
wake up regularly for a short period to poll the channel. Nodes
stay awake if they detect channel activity to handle an incoming
transmission; otherwise, they go back to sleep. The sender of a
broadcast keeps on transmitting the data packet for a period slightly
exceeding the sleep interval so that all its neighbors definitely wake
up once to receive the broadcast. The length of the sleep interval Ts
determines how often nodes poll the channel. Therefore, it also determines for how long a sender must transmit the broadcast packet.
Dependencies. Running FTSP on top of a LPL MAC protocol, we find a fundamental trade-off between synchronization accuracy and energy consumption. While nodes should synchronize
frequently (short Tf ) to maximize accuracy, they should sleep as
much as possible (long Ts , where Tf  Ts ) to save energy. Parameters Tf and Ts must be set prior to deployment to implement
the best trade-off for the application at hand. Our approach assists by generating a feasible configuration; that is, it assigns values
from given, valid domains to Tf and Ts such that i) the application
requirements on energy and synchronization accuracy and ii) the
implicit bandwidth requirements of FTSP are satisfied.
Stack Model and CSP Formulation. In [2] we derive an analytical stack model of energy consumption and synchronization
accuracy of FTSP running on top of a LPL MAC protocol.
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We use the fraction of time D the radio is on during a synchronization period Tf as a measure of the MAC’s energy efficiency,
which is given by (1). The accuracy of the drift estimation A corresponds to the synchronization accuracy of FTSP, as given by (2).
Both protocol models share one variable: the synchronization period Tf . This clearly indicates a dependency of FTSP on the underlying MAC, namely that the radio is turned on often enough to
exchange synchronization messages. Moreover, the stack model
projects the energy-accuracy trade-off on variables Ts and Tf .
We formulate a CSP using decision variables V = hTf , Ts i and

domains D = h[Tfmin , Tfmax ], [Tsmin , Tsmax ]i. All other variables
in (1) and (2) are constant with the values listed in Table 1. The
set of constraints C corresponds to the application requirements R
on energy consumption D and synchronization accuracy A, also
shown in Table 1. We handle the bandwidth requirements of FTSP
by a proper definition of the domains: Ts ≤ Tsmax  Tfmin .
Implementation. We model and solve the provided CSP using
the ECLi PSe [5] constraint programming system. ECLi PSe is based
on Prolog and comes with a rich set of built-in libraries, which
allows for specifying the complete constraint program in less than
20 lines of code. To speed up the solving process, we discretize the
domains of Ts and Tf .
We let ECLi PSe generate solutions to the CSP, which results in
the feasible region shown in Figure 2. Picking a protocol configuration (Ts , Tf ) from this region ensures that the application requirements as well as the implicit bandwidth requirements of FTSP are
satisfied. Furthermore, curves D = Dmax and A = Amin expose
the non-trivial effects of parameters Ts and Tf on radio duty cycle
and synchronization accuracy.
By adding (1) as the objective function to minimize, given the
accuracy constraint A ≥ Amin , ECLi PSe finds the optimal protocol configuration (Ts , Tf )opt = (0.5 s, 88.8 s). This results in a
minimum radio duty cycle of Dopt ≈ 1.36% that still provides the
desired synchronization accuracy of Amin = (40 ppm)−1 on drift
estimation.
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